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WHAT IS BEING MEASURED?

DELAY
« ONE-WAY
« ROUND-TRIP

DELAY VARIATION
« JITTER

THROUGHPUT

« AVARAGE
« PEAK
« CAPACITY

LOSS
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GOALS OF MEASUREMENTS

INTRUSION DETECTION

LAWFULL INTERCEPTION

TRAFFIC ENGINEERING

NETWORK DIMENSIONING

ACCOUNTING

NETWORK TOMOGRAPHY



INTRUSION DETECTION - INCIDENTS -1
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INTRUSION DETECTION - INCIDENTS - 2

high

ATTACK SOPHISTICATION VERSUS INTRUDER'S KNOWLEDGE

Intruder
Knowledge

cross site scripting
stealth/advanced
scanning techniques

denial of service
packet spoofing

DDoS

attacks
WWW attacks
automated probes/scans
sweepers
back doors GUI
disabling audits mt. diagnostics
Attack hijacking sessions
Sophistication .
burglaries
exploiting known vulnerabilities
password cracking
% password self-replicating code
- guessing
1980 1985 1990 1995

2000
SOURCE: D1.4 SCAMPI PROJECT

« WORMS
 DDoS ATTACKS
« SPAM

 PHISHING



INTRUSION DETECTION - APPROACHES

DETECT BIT PATTERNS
« EXAMPLE: PUBLIC, *.EXE
 SNIFFER
* SNORT

DETECT PACKET SEQUENCES
 SNIFFER / HOST
« HORIZONTAL - VERTICAL (PORT) SCANS
« TCP CONNECTION ATTEMPTS

DETECT SUSPICIOUS BEHAVIOUR
e HOST
* (DISTRIBUTED) HONEYPOT

ANALYZE LOG FILES
« HOST
« MAIL AND WEB LOGS



INTRUSION DETECTION - HONEYPOT

EXAMPLE: UT

Normal traffic

\ 4

';!‘;j

ROUTER

gypot

H'
v

Whitelist:
* MS Windows Update
*  Antivirus Software

*  Webmail

Restricted traffic

Personalized Web page
* [nformation

N Con‘tact .......
* OneStrike

QNET
Database

Webserver /
Proxyserver

A4

Trigger




BACKGROUND RADIATION

CATEGORIES:

NON-PRODUCTIVE:
* MISCONFIGURATIONS

MALICIOUS:

« SCANS

« WORMS
« BACKSCATTER FROM FLOODING ATTACKS
- DENIAL OF SERVICE (DOS) ATTACKS



BACKGROUND RADIATION

Study by Pang, Yegneswaran, Barford, Paxson & Peterson
2004, Lawrence Berkeley National Laboratory (LBL)

Questions:
- What protocols
- What ports
« How IS the variation In time
« What are the main worms

Reference: Characteristics of Internet Background Radiation
R Pang, V Yegneswaran, P Barford, V Paxson, L Peterson Proc. of the ACM Sigcomm Internet Measurement Conference
Taormina, Sicily, Italy 2004



BACKGROUND RADIATION

Measurement approach:
- Measure traffic destined for unused Internet addresses
- Passive filtering to cope with large amounts of data
- Active responders to solicit further traffic

Traces from three locations:
« University of Wisconsin (UW)
- Lawrence Berkeley National Laboratory (LBL)
- Class A network



BACKGROUND RADIATION

WHAT PROTOCOLS?

Protocol UW-1 LBL-P Class A
Rate % Rate % Rate %
TCP 028 95.0% 664 56.5% 130 88.5%
ICMP 4.00 4.2% 488 39.6% 0.376 0.3%
UDP 0.156 0.8% 45.2 3.8% 16.5 11.3%




BACKGROUND RADIATION

WHAT PORTS?

TCP Port

# Source IP (%)

# Packets (%)

445

43.4%

19.7%

80

28.7%

7.3%

135

19.1%

30.4%

1025

4.3%

5.8%

2745

3.2%

3.6%

139

3.2%

11.1%

3127

2.71%

3.2%

6129

2.2%

2.4%




BACKGROUND RADIATION

HOW IS THE VARIATION OVER TIME?
(PER PROTOCOL)

% 10°
g

1
[ 1ICMP
[ TCF
Bl UOF i

o
I

Mumber of Packets per Hour

0 20 40 G0 a0 100 120 140 160
Time (hour)



BACKGROUND RADIATION

HOW IS THE VARIATION OVER TIME?
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LAWFULL INTERCEPTION

RECENT PROPOSALS IN US & EUROPE

NOVEMBER 2004, COUNCIL OF THE EU:

(a) Data necessary to trace and identify the source of a communication which includes personal
details, contact information and information identifying services subscribed to.

(b) Data necessary to identify the routing and destination of a communication.
(c) Data necessary to identify the time and date and duration of a communication.
(d) Data necessary to identify the telecommunication.
(e) Data necessary to identify the communication device or what purports to be the device.

(f) Data necessary to identify the location at the start and throughout the duration of the
communication.

SOURCE: http://reqgister.consilium.eu.int/pdf/en/04/st14/st14190.en04.pdf
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TRAFEIC ENGINEERING

MODELLING OF NETWORK TRAFFIC

POISSON ARRIVAL PROCESS

GAUSSIAN TRAFFIC MODELS

SELF-SIMILARITY / LONG RANGE DEPENDANCE

HEAVY TAIL DISTRIBUTION



TRAFFIC ENGINEERING - SELF SIMILARITY
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SOURCE: Traffic Characterisation for Telecommunication Networks
Attila Vidacs, Zsolt Kenesi, Akos Rétfalvi, Péter Pozsgai, Sandor Molnar - BUTE, Budapest, 1999



TRAFFIC ENGINEERING - SELF SIMILARITY
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SOURCE: Traffic Characterisation for Telecommunication Networks

Attila Vidacs, Zsolt Kenesi, Akos Rétfalvi, Péter Pozsgai, Sandor Molnar - BUTE, Budapest, 1999



Packets/Time Unit

Packets/Time Unit

TRAFFIC ENGINEERING - SELF SIMILARITY
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SOURCE: On the self-similar nature of Ethernet traffic (extended version)
WE Leland, MS Taqqu, W Willinger, DV Wilson - IEEE/ACM Transactions on Networking, 1994
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throughput (Mbit/sec)
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ACCOUNTING

RADIUS

_@Accountinq-request (Start.l

Metwark - Accoun ting
Access . Accounting-response {3 Server
Server  [© (Rad
(Radius | 1

client) Logout session

_@Accountinq-request (Stopl
. Accounting-response FH

STOP:
« CURRENT TIME
« SESSION TIME
« INPUT OCTETS
« OUTPUT OCTETS
« INPUT PACKETS
« OUTPUT PACKETS
« DISCONNECT REASON
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NETWORK TOMOGRAPHY

EXAMPLE: GEO-LOCATION OF INTERNET HOSTS

Cumulative Probability
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SOURCE: Constraint-Based Geolocation of Internet Hosts - B Gueye, A Ziviani, M Crovella, S Fdida
Proc. of the ACM Sigcomm Internet Measurement Conference, 2004



BANDWIDTH ESTIMATION

Narrow link

ﬁl Interval




BANDWIDTH ESTIMATION

Narrow link

Delay x




TECHNIQUES

ACTIVE MEASUREMENTS

* PING
« TRACEROUTE
 TCP/IP HEADER OPTIONS
* RIPE / SURVEYOR

PASSIVE MEASUREMENTS

« PACKET CAPTURING
« TCPDUMP / NETFLOW / NETRAMET
* MIBs

PACKET SAMPLING
e TRAJECTORY SAMPLING



EXAMPLE: MEASUREMENT CARDS




EXAMPLE: TCPDUMP

CAN BE USED TO CAPTURE NETWORK TRAFFIC
NOT ONLY TCP
MANY CAPTURE OPTIONS AND FILTERS
MANY DISPLAY OPTIONS

PACKET CAPTURE (PCAP) LIBRARY



EXAMPLE: WIRESHARK

@ few packets.cap - Ethereal & Iﬁ' |5|
Ele Edit Yiew Capture Analyze Help |
| i ] ] P
p ERxRERE PFLRAQAAEDE X B |
Mo, | Time | Delta | Source | Destination | Protocol | Info =
A1z & @ilasrn  de BilF5a0 D2 alEE, 0,300 192.168.0.2 TCP 1242 > BO [SYN] Seq=1404510823 Ack=0 Win=585°
14 14.81768% 0.000115 192, T 192.168.0.10 TCP 80 > 1242 [5¥NW, ACK] Seq=3661615104 Ack=1404
15 14.818178 0.0004589 192 Q. 192.168.0.2 TCP 1242 > 80 [ACK] Seq=1404510824 Ack=36616151C
16 14.810035 0.( 5 7 q 6E. 0. ] 1! 0.2 GET / HTTR/1.]
17 14.5975815 0.156780 152,168, 0.2 152.168.0.10 TCP B0 » 1242 [ACK] Seq=3661615105 Ack=14045112%
23 159.382555  4.406740 152.168.0.10 192.168.0.2 TCP 1242 > B0 [FIN, ACK] Seq=1404511234 Ack=3661
24 19.382634 0.0000709 192.168.0.2 192.168.0.10 TCP 80 > 1242 [ACK] Seq=3661615105 Ack=14045112:
52 54.234482 34.851848 192.168.0.2 152.165.0.10 HTTP HTTR/L.1 403 Forbidden (text/ html)
53 54.235272 0.000790 152.168.0.10 152.168.0.2 TCP 1242 > 80 [RST] Seq=1404511235 Ack=366044707F
54 58.157063 3.001790 152.168.0.10 192.168.0.2 TCP 1244 > 135 [S¥YN] Seq=1414452237 Ack=0 win=6°%
55 58.15717s  0.000113 1592.168.0.2 152.168.0.10 TCP 135 = 1244 [S¥MN, ACK] Seq=36724651592 Ack=141
56 58.137327  0.000351 192.168.0,10 192.168.0.2 TCP 1244 > 135 [ACK] Seq=1414452238 Ack=36724651
57 58.137992 0.000465 192.168.0.10 152.168.0.2 DCERPC Bind: call_id: 57 UUID: IOXIDResolver
58 58.188533 0.050941 192.168.0.2 152.168.0.10 DCERPC Bind_ack: call_id: 57 accept max_xmit: 5840
5% 58.185601 0.000668 192.168.0.10 152.168.0.2 IOXIDRe ComplexPing request AddToSet=0 DelFromSet=1]
60 58.202631 0.013030 152.168.0.2 192.168.0.10 IOXIDRe ComplexPing response -> Unknown (O0x000007787
A1 SR.Z0DM5F 0.000RFA 192 1AE. 0.0 192 1AR. 0.2 TOXTRRe cramnlexPinn rednest aAddTrsat=0 nelFramset=11 T
I | 0|
B Frame 16 (464 bytes on wire, 464 bytes captured) -
[ Ethernet II, src: 00:04:61:4a:1e:95, Dst: 00:0b:sd:20:cd:oz
[ Internet Protocol, sre addr: 192.1658.0.10 (192.168.0.100, Dst Addr: 192.1653.0.2 (192.165.0.20
» Transmission Control Protocol, Sre Port: 1242 (12420, Dst Port: 80 (80D, Seq: 1404510824, Ack: 3661615105, Len: 410
= Hypertext Transfer protocol
[» GET / HTTR/L.1%r%n
Host: 192.165.0.2%r%N
Usar-agent: Mozillass.0 (windows; U; windows NT 5.0; en-uUs; rvil.5) Gecko/20031007%r%n
accept: text xml,applicationsxml, applications<html+xmT, text Atml;g=0.9, text /plain; g=0.8, image,png, image,Jpeg, image,/gif; g=
ACcept-Language: en-us, en;g=0.5%Nn
accept-Encoding: gzip,deflateynryn
Accept-Charset: IS0-8859-1,utf-8;0=0.7,%;q=0.7%r\n
Keep-Alive: 300%rn
Connection: keep-alivelrin =
I I
0000 00 0b 5d 20 <d 02 00 04 61 4a 1le 95 08 00 45 00 ..] .... al....E. g
Co10 01 ¢2 ol 6d 40 00 80 06 a6 6b c0 aB 00 0a <O al 111 N "
0020 00 02 04 da 00 50 53 b7 22 68 da 3f do 01 S0 18 ..... PS. "h.7..P.
o300 £ £F 46 26 00 00 47 45 54 20 2f 20 48 54 54 &0 ..F&. .GE T / HTTP
0040 2 31 2e 31 0d 0a 48 6F 73 74 3a 20 31 39 32 2e L.1..Ho st: 192, =
[aTalNal 21 TEPTQ A PN 0aA 2 0A M~ EC 72 &0 773 24 a1 [~ TE2 N 7 e mem Am
@Filter: |1I:p j 1:{": Epliecsian e @o EDD'V‘ File: Few packets.cap 24 KB 00:0 |P: 104 D: 19 M: 0




EXAMPLE: NETFLOW

e CISCO
e |[ETF-IPFIX

FLOW:
« SOURCE IP ADDRESS
« DESTINATION IP ADDRESS
« SOURCE PORT NUMBER
« DESTINATION PORT NUMBER
 LAYER 3 PROTOCOL TYPE
e TOS BYTE
« INPUT LOGICAL INTERFACE (IFINDEX)



EXAMPLE: NETFLOW

MetFlow! i MetFlow i MetFlow i MetFlow
Data Export ! FlowCaollectors ! Server ! FlowAnalyzer
! Ene-user Apps

121905

SOURCE: http://www.cisco.com/univercd/cc/td/doc/cisintwk/intsolns/netflsol/nfwhite.htm



SRC_AS

EXAMPLE: NETFLOW

!

SRC_ADDR

SRC_PORT

N

SRC_MASK |

\
.___.. S —————
Zi-{ i T\

FIRST_SWITCHED|
LAST_SWITCHED
TCP_FLAGS
PROTOCOL

DIRECTION

NEXT_HOP

INPUT_SNMP
OUTPUT_SNMP
IN_BYTES

IN_PKTS .
OUT BYTES R >
OUT_PKTS S
SRC_TOS

DST_TOS

DST_AS ST

|
| DST_MASK

DST_ADDR
DST_PORT

_.----_-_-'.--l:;te:,----)zi

RXG

Host " Subnet

Access Router RSN

Optical Switch ) Autonomous System

NetFlow probe === IP Flow

CAPTION



IP HEADER

UDP HEADER

NETFLOW HEADER

TEMPLATE FLOWSET

DATA FLOWSET

DATA FLOWSET

TEMPLATE FLOWSET

DATA FLOWSET

DATA FLOWSET

EXAMPLE: NETFLOW V9 (1)

VERSION COUNT

SYSTEM UPTIME

UNIX SECONDS

PACKAGE SEQUENCE

SOURCE ID

FLOWSET ID

LENGTH

TEMPLATE

TEMPLATE ID

FIELD COUNT

FIELD TYPE

FIELD LENGTH

FIELD TYPE

FIELD LENGTH

FIELD TYPE

FIELD LENGTH

SOURCE: http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/tflow_wp.htm#wp1002063




IP HEADER

UDP HEADER

NETFLOW HEADER

TEMPLATE FLOWSET

DATA FLOWSET

DATA FLOWSET

TEMPLATE FLOWSET

DATA FLOWSET

DATA FLOWSET

EXAMPLE: NETFLOW V9 (2)

- FLOWSET ID

LENGTH

RECORDS

RECORD 1 -FIELD 1

RECORD 1 - FIELD 2

RECORD 1 - FIELD N

RECORD 2 - FIELD 1

RECORD 2 - FIELD 2

RECORD 2 - FIELD N

PADDING

SOURCE: http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/tflow_wp.htm#wp1002063




EXAMPLE: NETFLOW V9 (3)

First Template FlowSet |

Template Record

Second Template Flowset

<t— MNetFlow Version9 Header: 32 hits —»

«—Template Flow3et: 16 bits—

FlowSet 10 =0

Template Record

Length = 28 bytes

Template Record

Template I0 = 256 =

Second Record Flowset
[Template | D 257)

Field Count =5

[Pv4_SRCADDR [0x0008) A

Data Record

Length =4

Data Record

[Fud_DSTADDR [0W000C) A

Data Record

Length=4

Data Record

[Pva_NEXT _HOP [D000E)

Length=4

PKTS_32 [0x0002) =

Length =4

BYTES_32 [0x0001) P

Length=4

«— [ata FlowSet: 37 hits —»

SOURCE: http://www.cisco.com/warp/public/cc/pd/iosw/prodlit/tflow_wp.htm#wp1002063
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