Server concept for user driven management of networ ked
multimedia agpplications

Thomas Merz, Andrea Bor
Institute of Communication Networks, Munich University of Techndogy
80290Munich, Germany, e-mail: {merz, andregd @lkn.ei.tum.de

ABSTRACT

The dhallenge in presenting and managing multi media
content in Locd Area or Wide AreaNetworks is to
reconcil e the information probably hosted on diff erent
servers with different operation systems and diff erent
system configurations and conditions. To dothis with
the help of akind of portal solves the problem to get
accessto the information and programs, but is gill a
very datic method without any user driven
management.

In this paper we will discuss a solution to add user
driven management to networks with distributed
applications, which need not to be explicitly designed
for being remotely controlled. The aspeds of
scdability and seaurity are a main part of this
approach and will be treged respedively in the
following sedions. The apeds of high avail ability
and load balancing are mentioned briefly due to being
integrated urtil end of yea 200Q

1. INTRODUCTION

A lot of indtitutes at universities have a lot of
interesting and informative know how in the form of
exeautable programs, written in programming
languages like C, C++ or nowadays more and more
JAVA, normaly written as relatively isolated
applications. The input methods of these programs are
limited on interading with their GUI (Graphicd User
Interfacg, which is commonly based on the spedfic
cient and having a lak of communicaion
possbiliti es with gobal management services.

The problems caused by this kind of organization are
presented in the foll owing sedion 1.1. Our solution to
these upcoming difficultiesisill ustrated in 1.2.

1.1. The challenges

The problem is to find a way to present these
programs and ideas to an interested audience @ming
from inside (the own faaulty or university) or outside
from places all over the world and to let them interad
with these goplicdions. There ae two main aspeds to
consider, when trying to find a spedfic goplication or
information about an appli cation:

* You haveto know where to seach for

* You haveto know what to seach for

The where may be an UNIX-user’s home directory, as
it is the standard for the educational branch, or if it is
a speda application, designed for Windows (NT,
200Q..) on a speddly dedicaed server, “hidden”

somewherein the doud of the institute’s LAN.

The next question is what to seach. If you have no
spedfic due or keyword, it'll be ar admirable ad if
you can find what you are looking for, using a LAN-
wide seach engine for example. Even if you find
what you were looking for, it is the question, if you
found all the hints you need to understand what a
spedfic goplicaion is sipposed to da Maybe you
now want to exeaute this or another application, to see
how it’s working, but normally you wouldn’t be
allowed to, due to technicd or seaurity restrictions.
Consider you are an ingtitute’'s interna, doing
educaiona work in gving ledures, and you want to
show your students during the ledure how some of
the learned stuff works in pradice, maybe redized by
a student in higher diploma thesis. You now have to
have acces to exeaute ad to configure the
applicaion, you have exadly to know where a
spedfic oonfiguration file is to be found, what
parameters to change and so on. Something will

always go wrongin the predpitance of aledureif you
don’'t know the gplicaion very, very well.



1.2. The solution

The solution might be akind of portal dedicated to be
a ontad point to al (or opened to the public)
programs and information available. But in this case
you only give accssto static kind of information. So
there is no way to adapt to the function by a change of
parameters to one’'s (remember the staff member
giving a ledure!) adua needs. Consequently you
neal a system which asdgsts you in maintaining on the
one hand a portal with seach and linking functions
and on the other hand a cmplete management system
for editing the publi shed information by the portal, for
configuring your applicaion’s behavior, for defining
accessprivil eges to your application and so on.

A hybrid functionality of portal and management
system is redized by KIARA, a server of the
“Institute of Communicaion Networks’ [1]. In order
to keep things smple for everyone having to adapt
his/her own applicaion to the management service or
to enhance the system, we dedded to avoid using
predefined services like CORBA, which premise of
having to modify existing codes of programs.

A disadvantage of our solution in comparison with
existing ones is, that we manipulate the remote
controlled applicaion from “outside”, whereas a
service like CORBA does it from the gplicdion’s
side. In this way we might have some difficulties in
redizing some very spedal control adions.

Another reason for using our own system instead of
existing services is the need of having a management
applicaion, which can work with (nealy) any
operation system and program independent of the
language it was written in (C, C++, JAVA,..)), without
having to ded with the system administrator of eat
dedicaed server to require for additionaly software
components like ORB (Objed Request Broker).This
simply causes a higher level of involved people.

The remainder of the paper is dructured as foll ows.
Sedion 2 gives an overview of the KIARA system
architedure. The technicd details of our solution are
illustrated in Sedion 3. Some seaurity aspeds are
outlined in Sedion 4. In sedion 5 we describe the
principles of communicaion between the KIARA
system and the multimedia gopli caions. We mnclude
with a summary of the system’s feaures.

2. THE SYSTEM ,KIARA”

2.1. The hardware & basic software of KIARA

KIARA temporary exists in the form of asingle Linux
driven server [2] conneded to the institute’s LAN. It
can be readed via the Internet from anywhere in the
world and can interad as management server with any

conneded server, if the “dedicated server part” of the
management software is installed there. In the long
run, it is considered to expand KIARA to a high
availability and load balancing system. The high
avail ability will be explained in sedion 5 of this

paper.

As down in Figure 1, KIARA suppats the user
(students, institute's members,...) with basic software
requirements like:

*  Web server [3]

o Database[4]

e Programming languages like JAVA including
spedal add-ons[5], [6]

e  XML-Server (eXtended Markup Languege),
whichisin usefor some other projeds[7]

* WML/, WAP’" (Wiredless Markup Languege,
Wireless Application Protocol) as used for
internet accessof mobil e systems
Some parts of the KIARA-management system
are accesbleviaWAP.

e Management system, as described in this paper

e S9 (Seare Socket Layer) for seaure
communication [8]
XML VWL SSL
/
KIARA-Server
|
JAVA HTTP DB

Figure 1. The basic serviceson KIARA

2.2. Themanagement part

The main asped of KIARA is the management
system, giving the public and espeda authorized
users or user groups appropriate rights and privil eges
on certain programs and information (seeFigure 2).

The aithorizaion trends to three different kinds of
users explained in this sdion:

e ,public”
e admin”
e root”

Not mentioned in the following sedions is a group of



users, which have parts of an administrator’s rights.
The responsible aministrator and the supervising
root restrain the privileges of these users to runring
programs in a defined way. They are dightly more
powerful than the rights of a ,public” user. These
rights are normally given to students who need to run
an applicdion for doing reseach for their own work.

/KIARA management system\

Public Area

Admin Area Root Area

4 l J

Public Functions Admin Functions Root Functions

Figure 2. KIARA-management areas & user types

2.2.1. The pulbic part

The public part is the aeaof the management system,
which is open to everyone. No privileges are needed
to exeaute functionsin this area

Everyone is alowed to use adatabase driven seach
engine, (using speda seach terms) to find opened to
the public programs and information. The database
entries display first basic information about the work
and offer the possbility to link to more detailed
information like a work’s homepage and/or the
author's email-address Whether the aithor only
offers information about hisher work or the
posshility to exeaute his programs is managed in the
~LAdmin”-Sedion.

2.2.2. The,, Admin” -Part

An administrator (in the following sedions mostly
cdled “admin”) usualy is the aithor of published
work on or viathe KIARA-system.

After identifying (login and password) the amin is
privileged to modify the information on his work
published by the public portal function. Furthermore
he/sheis able to configure his applicetion, even if it is
runring on a different server and operating system, to
view the load and traffic higher applicaion is causing
(only if the aplication is running on KIARA
physicdly or the server's administrator has installed
the gpropriate software). He/She is able to configure
the usage (generaly yes/no, only privileged users etc.)
of his/her applications.

2.2.3. The,, Root” -Part

The management-,root” can bu need na to be the

physicd root of the KIARA-system. Mentioning the

root in connedion with the management system

means the person or group, having total control and

access to the managing system and its interior

functions. The roat usualy has all the possbiliti es an

admin aso has, with the difference that he/sheis able

to alter the information and configuration of all users

whereas an admin only can modify higher work.

Theroot is privileged to

* adivate, ater or delete administrator acmunts of
the management system

e control the aministrator via traffic- or load—
supervising

e control the monitoring functions of the whole
system (ead user entering the system can be
traced throughout hisher whole visit, even if
he/she is only using publi c functions)

» dter the onfiguration of the management system
itself, which isavery powerful function.

3. TECHNICAL BACKGROUND

The sequencing parts describe the technica concepts
and means of the server KIARA and the management
system.

3.1. TheHTML-Surface

The surface is presenting the KIARA management
system in HTML (Hyper Text Markup Language, the
standard web interface. Due to the ideaof giving a
system requiring rothing but a standard HTML-Client
like Netscgpe's Navigator or Microsoft's Explorer,
instead of having to ded with sowly loading JAVA-
Applets on the dient side, HTML has the alvantage
of being dim and thus following very fast in loading
and ading.

3.2. The rdational Database

The Database (MySQL [4]) running urder KIARA's
operation system Linux [2] is one of the interior and
most important parts of the whole system. It stores the
authentification parameters for a user’'s current
sesson and the user’'s basic privilege parameters
(login, passvord). Furthermore it stores the wntent of
al public or privileged accessble information, like a
projed’s info texts, links, applicaion names etc. Only
some very basic parameters (e.g. the @nnedion
parameters for the basic use of the database) are
stored in not public accagble plain ASCII files (see
sedion 5 for detail s).



3.3. The Perl Programming L anguage

Perl [9] is one of the programming languages used in
the management system. This languege is normally
used when it comes to the need of having to interad
from the surfaceto the operating system, e.g. when
having to ched the server's load, starting external
functions, etc. The only thing reeded by Perl, which
might be aiticd on some system, is the padage DBI
(for database @nreds), but which can be ealy
installed within minutes by a system administrator, if
it isn't arealy running, asit is a standard package of
Perl 5.

3.4. The PHP Programming Language

PHP3 [10] is usualy used when it comes to read or
store @ntent in interadion with the database. The
ey and very fast database interface ad simple
integration in the HTML environment makes it an
ided part of the system and helps to make the whole
management system very scdable.

3.5. The usage of cookies

Cookies are used on the dient side to store some
information about the user and parts of higher
temporary sesson identity (ID). With the help of
cookies it is posshle to trace the behavior and
interests of a user, as well as to link him to the
KIARA system and under spedal circumstances to a
speda dedicaed server a program is runrning on
controlled with the help of KIARA’s management
system. More detals about this topic will be
discussed in sedion 4 and 5.

3.6. The usage of shell scripts

Shell Scripts are sometimes used to make some
filtering operation easier, espedally when it comes to
manipulation of a LinuxX program’s output (e.g.
output of “netstat” and “tcpdump” for load and traffic
monitoring)

3.7. The usage of cronjobs

The aon daemonisabasic toal in every Unix derived

operation system. With its help, it is possble to start

and stop programs in certain intervals (hour, minute,

day, ..) or at speda points of time.

The KIARA management system makes use of this

behavior in numerous ways.

e Updating the day’s gsatigticd traffic results to the
database

e Updating the day’ s load results to the database

» Updating the day’'s tradng statistics to the
database

e Cleaningtemporary log files

* Redtarting parts of the system which parameters
cannot be changed while beingin service

3.8. KIARA's galabili ty

Due to its “HTML-Perl-PHP" framework, the
management system is easily scdable.

Despite to programming langueges like Java or C, in
which normally one routine is used to doall the work,
the functions here ae totaly separate of ead other.
It's no big ded to remove one function (e.g. because
of a seaurity hazad) and all the other parts of the
system will do their jobs as usual, it's just needed to
change the exeauting rights of the function, so that the
management system isn’t allowed to exeaute it any
more. This can be done in seconds.

On the other hand if you want to add a function, you
do not need to compile the whole mde new and you
don't have to work in the existing code.

Just write your function in Perl or PHP3, copy it to
the gpropriate diredory, make alink to it in the
menu bar and add the eisting seaurity-function with
(“include’ /" require™).

The function is now properly integrated to the
management system.

The seaurity model will be discussed in the following
sedion.

Execution Call for a protected function

<protected Function>

v

<protected Function>from the outside

Figure 3. Including the seaurity function

4. SECURITY FEATURESAND FUNCTIONS

A major asped of ead system offering restricted
functions is of course its saurity. In the following
paragraph is explained how KIARA’s saurity model
works.



4.1. Theusage of S

The S (Seaure Socket Layer) protocol [8] is
adivated in the standard case and dffers encrypted
communication between the dient and the server.
Basicdly SS9 asares the user that hisher
confidential data (passwvords, ..) are transported
unreadable for the public from the dient to the server
and viceversa.

4.2. The usage of the database

The database stores the user's permanent
identificaion permisson parameters like login and
passvord. Each time auser logs in, the password is
encrypted and will be compared to the encrypted
correspondent part stored in the database. Analogicd
it happens to the login, with the exception, that the
loginis gored in plain format in the database. It's also
cheded if the dient is using the @rred port, which
means if S is adivated o not. If any one of these
three parameters fails to return a true value, the
system will not let the user log in.

As on as al compared and retrieved data is
considered astrue, the following processis adivated:

e Temporary sesson parameters are stored in the
database

e Physicd identification parameters of the dient-
server connedion are stored in the database

e Part of the sesdon’s and physicd parameters are
stored as cookies on the dient side.

e Some sesgon, physicd and content parameters
are pied to a second database, which is used, if
a program should be started on a different server
than the KIARA management system is runring
on.

e For additional seaurity of stored data, only locad
programs (running on KIARA itsdf) can
communicate with the original database.

The oontent of the second database is world wide
readable, becaise no criticd datais gored here.
The reaon for the second database will be
discussed in the next sedion.

Every time a proteded program is cdled an
automated identification process is adivated. The
delivered identificaion parameters from the dient are
compared to the ones gored in the database. If any
part of the process fails, the function will not be
exeauted and the sesgon will be terminated.
Theidentification schedule is wown in Figure 3.

The database is also used to give gplicaions the
posshility of using load balancing [11]. Every server,
used by the KIARA-system for exeauting programs,

can be used to send updates of its own workload to
the database. This happens with little programs
runnng in the badkground of such a system. These
programs deted the server’'s load every minute and
send the result to the KIARA management system,
which stores the data in the database.

A program like the institute’s ,, Simulation Manager”,
a basic server program for remote simulations, can
real these up to date information, and, if a new thread
is demanded by its applet, it can tell KIARA to start
this thread on the server with the least average
workload (and a suitable operation system for this
program, of course).

4.3. Theusage of time dots

Time dots are apart in the seaurity model used to
restrict the duration of a cetain sesson to a
configurable value (manageable by the management
root). If an attacker gets access to valid sesson
parameters and manages to convince KIARA that
he/she is a legal system user this datus will only last
for the predefined duration.

KIARA-

Client Management DB

Request ,123.cgi”
Session-1D-Data from autt

Session-ID-Data (Client)
physical Connectiondata

comparison with Session-Data
from Database

OK*

Qutput/Execution ,123.cgi*

WRONG*

Output: ,Errorl“ (Logout)

Figure 4. ldentificdion process when requesting a
proteded function in the Admin- or Roat-Area

4.4. The PHP3- & Perl Seaurity Functionality

The seaurity feaures described in the paragraph

above nedl to be implemented, so that the functions,

which depend on a seaurity model, can be served

well.

To achieve this goal threedightly different functions

exigt in the KIARA management system, two of them

written and adapted for the use with any Perl-program

(one of them for the use on external servers, seenext

sedion for details), and ane for the use with any

PHP3-program. To implement a new program you

have to dothe following steps:

* You red to know in which area (user group,
admin, roat) it is considered to work

e The next step is to integrate (,require”/
»include”) the seaurity function in the cde of the
new program.

The program is now proteded with the gpropriate

rights.



4.5. Basic Configuration Files

Some basic information on the wnfiguration of the
management system need to be stored in an other way
than as content of the database, becaise it contains
among primary information on how to conned to the
database(s), where to find certain programs etc. In a
norma Apache web server environment it is no hig
ded to be aleto red files creaded or modified by the
“Httpd” program. If this happens an attacker to the
system is able to see @mmunicaion internas like
passwords, addresses, ports etc. To avoid this hazad
the “Httpd’-daemon runs as a speda user within a
spedal user group. Only this user has read- and write-
accessto the onfiguration fil es.

To be sure no one uses the Apacdhe user to exeaute
some malicious programs, it is advisable to give no
one the right to publish hissher work in the standard
htdocs-Diredory, which would premise to give this
person a login passwvord for the “Httpd’-daemon user.
Users of the system have to store and to exeaute their
programs within the structure of their spedfic home
diredories. If they do so the exeautable programs like
C- or JAVA- programs run urder the rights of this
user and have in this way no access to the basic
configuration files, which are, as previousy
mentioned, only readable from the “Httpd’-daemon
user.

5. COMM UNICATION BETWEEN
AND THE APPLICATION

KIARA

In order to start, stop a configure a user's
application, it is necessry to manage a
communication between the dient and KIARA for
identification purposes, between the dient and the
server the goplication is runring on for controlli ng the
program and between KIARA and this srver once
again for authorization reasons.

5.1. KIARA and remote applications

The communication between the dient and the server
is described in detail in sedion 4. The differenceto a
normal managing ad, which happensto be completely
locd on KIARA itsdlf, eg. if the public accaedble
portal information of one’'s work is dtered, it might
now be necessary to kegp in mind that the goplication
is running on a mmplete different server. For this
purpose KIARA has a kind of intelligent re-routing
program runring. When the user logs to his KIARA
acount it looks up its database and in this way knows

which home diredory on which server and which
locd user is dedicated to thisKIARA user.

This re-routing mechanism is needed if the user wants
to

* edit a onfiguration file

e dstart an application

» stopanapplicaion

All other management steps (e.g. adding a new
configuration file to the desktop menu) are done
completely locd in KIARA in interadion with the
origina database.

If anew application or configuration is added it is put
to the existing onesin the gpropriate database field.
The database accets only those entries, which are
part of the user’s physicd home diredory tree

To make the thanges accessble from the remote host,
the user now has to log out and login once ajain.

The reason therefor liesin the seaurity mode.

It allows only KIARA based (“locd”) applicaions to
read from the original database. All other hosts can
get their information only from the mentioned second
database, which is updated if the user logsin.

5.2. Optionsfor remote management

Asaiming the identification was giccesdul, the

management system off ers the user a desktop in which

he/she is able to maintain the acount itself and the

applications the wuser has configured. These

posgbiliti es are shown to the @mnneded user so he

can choose what to da Users with administrator’s

rights for this application are aleto:

e« Alter and crede anfiguration files of the
program

» Define what files may be dtered by a standard
user

» Define speda configurations in which a cetain
user can start and modify the behavior of the
program by editing the program’s configuration
files, which are linked to hisacmurt.

»  Control an applicaion’sload and traffic

Users with ,user” rights for this applicaion are @le

to:

« Edit configuration files and use them to run a
certain program.

o Start programs in certain configurations (if
defined so in their profile by the alministrator)

All steps in managing the gplicaion are done with
the help of a universal interface which is able to
identify the structure of a cetain file. It can eg.
identify the type of value asdgnment to a variable



.=, gpace tarader, tabulator charader,...), how a
commentary looks like and so on. Using this
knowledge an input area with different fields and
commentary parts (in which the purpose of eadh
variable < value pair should be explained) is creaed
in which the user can make gpropriate changes. If it
happens that a file type can not be displayed corred, a
so cdled “Profimode” exists, which opens the
configuration file like anormal text editor to make
changes diredly to the file without the indiredion of
the input interface The starting and stopping of a
program is also dane with the interfacebased system,
in which the programs to exeaute and its parameters
can be defined. The only adion required on the user’s
side is to add the wnfiguration file or applicaion to
his’her persona managing menu. The underlying
technicd details are managed by KIARA without
participation of the user.

5.3. Performing actionson the remote server

Actions performed dredly on the remote server are,
as mentioned in 5.1, the dtering of a configuration
file and the starting/stopping of an appli cation.

An “application” can adso be atod to set a display
variable to the right value, to exeaute shell scripts
remotely and so on. These feaures assume the remote
controlled server has installed the “KIARA dedicaed
server part” under the @propriate user’s home
diredory. As most of the management of a remote
applicaion is done locdly on KIARA in cooperation
with the database there must be an interfacebetween
the “locd” and the “remote” management.

This interface is adualy adivated when a user
follows the link of a cnfiguration file to edit or an
applicdion to start or stop (The links are generated
from the database entries). The KIARA management
system reroutes the user to the database known server
and home diredory in which the “dedicaed server
part” of the KIARA management software isinstall ed.
In the same moment it transmits sme authentificaion
parameters of the aurrent sesson to the dient, which
the dient has to send bad to the “dedicaed server”
every time he wants to perform an adion diredly on
the remote host.

The remote host chedks these parameters with those
of the cpied second database on KIARA (it also daes
some internal tests like time dot recdculations) for
permisson chedking After a database ded, if the
file or application, which the user wants to exeaute or
dter, is asdgned to him there, the gpropriate
exeadtion or file dtering function is performed.

Dedicated KIARA-

Server Management DB

Client

Request ,123.cgi" Session-1D-Data

Data from Dedicated Server

Session ID Data

Physical Client Data

comparison

with Session-

Data from
tab:

OK*

OK*

Qutput/Execution ,123.cgi*

WRONG*

LOGOUT"

Output: Errorl* (Logout)

Figure 5. Client communicaes via the dedicaed
Server with the KIARA management system

6. CONCLUSION

In the previous chapters we presented our solution of
a multi functional server dstructure. One main
emphasis is to make the system easily scdable,
universally applicable, seaure and redundant against
fallures. Although being predominantly used for
remote simulation programs written in the
programming language JAV A, we set up a system that
is not linked to one spedfic kind of applicéion, in
order to be expandable and suitable for future needs.
Further upcoming devel opments will even expand and
improve KIARA. As ©me parts of the system for
example offer the posshility to be mntrolled with the
help of a HTML browser and WAP cgpable devices,
it would be a vauable fedure to generate these
contents with the help of XML. Furthermore the
asped of load balancing and first of al high
avail ability neel to be reconsidered and enhanced to
build a stable and reliable system which might not
only be used at and by the Institute of Communication
Networks, but at other institutes as well .
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