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Abstract—Intrusion Detection Systems (IDSs) are designed to alerts to network administrators or security officers. IDSs
monitor network  traffic and computer activities in order to  can be categorized into host-based (HIDS) or network-based
alert users about suspicious intrusions. Collaboration among (NIDS) according to their targets, and signature-based or

IDSs allows users to benefit from the collective knowledge Iv-based ding to their detecti thodolod
and information from their collaborators and achieve more &nomaly-based according to their detection metho ologies

accurate intrusion detection. However, most existing collaborae NIDS monitors the network traffic from/to one or a group
intrusion detection networks rely on the exchange of intrusion of computers and compare the data with known intrusion
data which raises privacy concerns. To overcome this problem, we patterns. A HIDS monitors the activities of one computer but
propose SMURFEN: a Rule Sharing intrusion detection network, has a deeper insight by tracking the file systems and system
which provides a platform for IDS users to effectively share | f the h A si based IDS identifi
their customized detection knowledge in an IDS community. 095_9 the OS_t CompUte_r' SlgnaFure- ase - identifies
An automatic rule propagation mechanism is proposed based malicious code if a match is found with a pattern in the attack
on a decentralized two-level optimization problem formulation. signature database. An anomaly-based IDS, on the other hand
We evaluate our rule sharing system through simulations and mponitors the traffic volume or behavior of the computer and
compare our results to existing knowledge sharing methods such 5ise alerts when they are out of a predefined normal scope.
as random gossiping and fixed neighbors sharing schemes. Compared to HIDS, an NIDS has a broader view of the status

I. INTRODUCTION of the network it monitors, but may miss some intrusions

In recent years, Internet intrusions have become more ¥#ich are hard to detect by observing network traffic only. A
phisticated and difficult to detect. With the increasing eon$ignature-based IDS can accurately identify intrusiortsthe
plexity of software and systems, thousands of vulnerabif@lse positive rate is low compared to anomaly-based detect
ties are being discovered and exposed for exploitationyevdiowever, it is not effective for zero-day attacks, polyntuop
year. Attacks usually appear before security vendors sele@nd metamorphic malware [2]. An anomaly-based IDS may
their defense technology and software vendors release tifi§tect zero-day attacks by analyzing their abnormal berswvi
corresponding patches (e.g., zero-day attacks). Attacks f However, an anomaly-based detection usually generategha hi
the Internet are usually accomplished with the assistaficef@/se positive rate.
malicious code (a.k.a. malware), including worms, viruses Traditional IDSs work independently from each other and
Trojan horses, and Spyware. An example is the Conflickegly on downloading new signatures or detection rules frioen t
worm which infected more thas million servers from year corresponding security vendor's signature/rule base rwae
2008 to 2009, with an estimated economic los§®f billion ~Synchronized with new detection knowledge. However, the
[1]. Recent intrusion attacks compromise a large numbkcreasing number and diversity of intrusions render it not
of nodes to form botnets. Hackers not only harvest privagdfective to rely on the detection knowledge from a single
data and identify information from compromised nodes, by¥€ndor, since not a single vendor can cover all the possible i
also use those compromised nodes to launch attacks sii&fgions due to limited labor and available technologyeti
as distributed-denial-of-service (DDoS) attacks, distiion of vendors usually choose to cover high priority intrusionsalh
spam messages, or organized phishing attacks. may have large influence among their clients or have high risk

To protect computer users from malicious intrusions, devels. Collaborative intrusion detection networks (CK)N
trusion Detection Systems (IDSs) are designed to monitdfovide a platform for IDSs to take advantage of the coNecti

network traffic and computer activities by raising intrusio knowledge from collaborators to improve the overall degect
capability and accuracy. However, most existing CIDNshsuc
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create their own detection rules or customize existing onskaring of sensitive data. Hence, it can effectively elabén

to improve detection accuracy specifically for their indival the privacy concern in IDS collaboration. In fact, some open
environment [8]. A new detection rule created by one user magurce IDSs, such as Snort [10], use mailing lists to allogrsis
be adopted directly by another user if they have similar ndt contribute and share their own detection rules. However,
work/computer configurations. For example, a new intrusianailing lists do not provide customized filtering and they
detection rule created to minimize vulnerability of a safter do not scale well either, making it inefficient for frequent
can be adopted by others using the same software. An experdwledge exchange within large communities.

user who creates new rules for newly revealed vulneradsliti  Information and knowledge propagation in a community can
may share their rules with others who are subject to similbe realized through gossiping. Gossiping is a communigatio
vulnerabilities and interests. Sharing rules among a lgrgap paradigm where information is propagated through multi-
of users can be an effective way to improve the overall sgcurhop pair-wise communication. Gossiping has been used to
among all users. exchange information in distributed collaborative intounsde-

In this paper, we leverage the benefit of intrusion detectidection, such as local gossiping [11], and global gossifilag
knowledge sharing and propose SMURFEN, a rule sharisharing observations from distributed nodes is useful teale
collaborative intrusion detection network, where intamstde- and throttle fast spreading computer worms. It is effective
tection knowledge is shared among users who share similar communications in ad hoc or random networks, where
interests in the community. The framework is based on aa structured communication topology is hard to establish.
peer-to-peer overlay, where each user maintains a list ldbwever, traditional gossiping relies on random pairsewis
collaborators and send his/her feedback through the P@mmunication and information flooding. Therefore, it i€ no
system. Accordingly, an automatic knowledge dissemimaticuitable when the network is large and the messages are only
mechanism is proposed to allow users effectively share detended to be delivered to a small set of nodes. Mailing list
tection rules with other users without overwhelming theibroadcasting can be seen as a special type of gossiping where
receiving capacities. We demonstrate using simulation thene node communicates with every other node in the network
the proposed rule sharing mechanism can effectively ingroto deliver messages. Most existing IDS vendors, such ag,Snor
the overall security of the community and provides incestivuse broadcasting to deliver their vendor certified intrasio
compatibility and fairness to the collaborators. detection rules.

The rest of the paper is organized as follows. In Section Publish-subscribe systems can also be used for information
Il, we give an overview of collaborative intrusion deteatio delivery among IDSs, such as [13], [5]. Compared to gossip-
systems and information sharing paradigms. We evaluate thg, publish-subscribe systems allow customized inforomat
proposed system using simulation in Section IV. Finally, weelivery. They can be either topic-based [14], or content-
conclude the paper in Section V. based, such as [13], [5]. In a topic-based system, pubBsher
and subscribers are connected by predefined topics; content
is published on well-advertised topics to which users can

Traditional IDS collaboration utilizes the collective iat  subscribe based on their interests. In a content-baseensyst
sion information and knowledge from other IDSs to improveasers’ interests are expressed through queries, and antonte
accuracy in intrusion detection. Existing CIDNs can be cafiltering technique is used to match the publishers’ content
egorized into information-based and expertise-based.nin e subscriber. However, a simple publish-subscribe syste
information-based CIDN, IDSs collect intrusion data sush aloes not take into account the quality of the information.
intrusion alerts or firewall logs from other nodes to perforrt also does not provide incentives for IDSs to contribute to
overall intrusion detection for the whole network. Most ¥®r the collaboration network. SMURFEN measures the trust of
proposed in the last few years are information-based CIDNsydes, and provides an incentive-compatible rule sharing.
such as [3], [4], and [5]. They are especially effective in
detecting epidemic worms or attacks, and most of them requir
homogeneous participant IDSs. In an expertise-based CIDN,
suspicious data samples are sent to expert collaboratods-fo  An intrusion detection rule is a detection policy which
agnosis. Feedbacks from the collaborators are then aggtegapecifies the pattern of suspicious attacks. Each rule can
to help the sender IDS detect intrusions. Examples of suttigger an alert once the pattern is matched. Detectiorsrule
CIDNs include those given in [9] and [7]. Expertise-basedan be vulnerability-based or exploit-based. A vulneigbil
CIDNs may involve heterogeneous IDSs and are effective i; a software defect or system misconfiguration that allows
detecting many intrusion types including malware, scagsiin attackers to gain access or interfere with system opemation
and vulnerability exploitations. Common examples of software vulnerabilities are software

However, both types of CIDNs rely on the sharing obuffer overflows and HTTP header injection. A vulnerability
intrusion data, which raises privacy concerns. Therefdre,based detection rule specifies the pattern of attacks on a
greatly discourages users from collaborating with unknowspecific vulnerability. The patterns can be the IP address,
parties. In contrast, sharing detection knowledge, such pmrt number, protocol flags, and context of the data payload.
detection rules and malware signatures, does not involee #in exploit-based detection rule specifies the common petter
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of general attacks. Comparatively the exploit-based dietec rule feedback collector. The feedback collector is a random
causes higher false positives than vulnerability-basadcde node in the P2P network, determined by a hashed key from
tion, but is effective when the vulnerabilities are unknown the rule ID and the sender ID. The corresponding node holding
Defense against attackers is a challenging problem sincéha key will host the feedback of the rule. Inexperiencedsise

defender needs to know all possible attacks to ensure nletwoan check feedback from others before they make their own
security, whereas an attacker only needs to know a few attat#cision whether to accept the rule or not. Users can also
techniques to succeed. It is often impossible for one persmport false positives and true positives about the rule, so
or a small group of defenders to know all attack techniqudisat the rule creator can collect feedback and make updates
but is common to have knowledge about some attacks. Ascordingly. More details about the feedback collector are
a result, the attackers have a significant advantage over fhievided in section IlI-E.
defenders. This motivates defenders to share knowledde V\gt Short Rul
others to overcome their weakness. In fact, some open source uies
intrusion detection systems, such as Snort and OSSEC [15]Many intrusion detection systems, such as Snort, allow
allow users to create and edit detection rules, which pesvidUsers to create and edit their own detection rules in their
an opportunity for users to contribute and exchange intrusirule base. Snort base rules are certified by the Vulnerabilit
detection rules. The purpose of SMURFEN is to provide suétesearch Team (VRT) [17], after being tested by security
a platform for users to share their detection rules with theeXPerts. Snort rules are vulnerability-based and writtgplain
effectively. We focus on an efficient rule sharing mechanistXt; hence can be easily interpreted and edited by useost Sn
design and compare it with other possible solutions such '&4es obtained from third parties can be adopted directly or
random gossiping and fixed neighbors sharing mechanismdhdirectly with some changes. Snort rules can be independen

or can be grouped together into rule units. The basic rule
A. The SMURFEN Framework structure includes two logical sections: the header sectiul

the option section. The rule header contains the rule’®agcti

Acquaintances: 3, 7, 8 protocol, source and destination IP addresses and network

Finger map: 2, 3, 5

1 masks, and the source and destination ports informatioa. Th
1 @ rule option section contains alert messages and informatio
P on which parts of the packet should be inspected to determine
= %J% ~eceiver whether the rule action should be taken [18]. Fig. 2 illustsa
sl % a simple Snort rule. When a TCP packet with the destination
Receiver, § . IP and port number matching the specified pattern and data
,'§ o LA payload containing the specified binary content is deteaed
* %% ! L2 e&"’° “mounted access” alert is raised.
\‘ 'F‘/J 1 . ¢\0\</e’ @
N PR alert tcp any any -> 192.168.1.0/24 111 \
F
Cﬁ.?ectif b)t @ (content:"|00 01 86 a5|"; msg:"mountd access";)
Fig. 1. SMURFEN design of nodes on a Chord ring: nodes 3 and 7 receive Fig. 2. An Example of Snort Rule (adapted from [18])

a rule from node 1. The feedbacks are collected by node 6.

The SMURFEN framework is built on a DHT-based peerg Join or Leave SVURFEN

to-peer (p2p)[16] communication overlay as illustratedrig. To prevent the man-in-the-middle attack, the communicatio

1. Each node maintains a list of neighbors to communicate ahgfWeen each pair of nodes is signed by the private key of
exchange intrusion detection rules with. We call such atiet the sender. When a new node joins the network, it creates a
acquaintance list. In the rest of this paper, we use the termBublic/private key paif( K., Kq), and registers a new ID into
acquaintance and neighbor interchangeably. Note that theth® P2p network by sending a join request to any node in the
acquaintance relationship is symmetric, i.e., if noitein node Network. After that, the new node sends connection requests
j's acquaintance list, then nodeis in nodei’s acquaintance random n(_)des in the network and acquaintance relationships
list. Each node may have a long list of acquaintances afttf established when the requests are accepted. When a node
each acquaintancg has a certain probability;; € (0,1] to leaves a network, it is not required to se_nd a notification to
be chosen to receive rules from the sender niode user on °ther nodes. When a node does not receive response from an
the receiver side evaluates rules sent from its neighbars gfduaintance, it automatically sets the acquaintancesstat

may choose to dccept” or “reject” the rule. The decision is P€ inactive and seeks new replacement.

then recorded by a Bayesian learning algorithm to update tBe Trust Evaluation and Acquaintance Management

trust value of the sender. Thérust value from ¢ to j is the Each node in the network shares its intrusion detection
probability that the rules from the sendeare useful to the knowledge with their acquaintances. However, trust evaloa
receiver;j. The higher a collaborator’s trust, the more helpful iis necessary to distinguish good/bad nodes in the network.
is in collaboration. The decision is also sent to a corredpmn Each IDS evaluates the trust values of others by rating the



quality of the intrusion detection knowledge from them. If & SMURFEN Knowledge Propagation

detection rule is accepted, a corresponding credit is decbr

Intrusion detection knowledge propagation mechanism is an

for the sender. If a rule is rejected, a debit is recorded f@gsential part of the SMURFEN system, where IDSs decide the
the sender. A Bayesian learning algorithm [19] is then used Bropagation rates to their neighbors. An appropriate apa
update thetrust value of the sender based on the usefulnesgn design will not only provide incentive-compatibilieyhich

of rules sent from the past. An accept will increase the trugiscourages free-riders and rewards contributors, it aldb

value of the sender and a reject will penalize it. Ttnest

provide fairness to all participants and be robust to malisi

value of nodes perceived by nodg can be seen as the levelipsjders. In this work, we use a game-theoretical approach f
of helpfulness that nodeis to the receiver nodg¢. The more o5ch IDS to decide its rule propagation rates and we prove

helpful a collaborator, the higher its trust value.

that the system yields to a Nash equilibrium.

The acquaintance relationship is based on a mutual conseniye model our system based on a two-level optimization
Every new acquaintance is assigned a low trust value gpblem, i.e., apublic utility optimization together with a
the beginning and needs to pass a probation period befgfgate utility optimization. Each IDS; controls two decision
becoming a collaborator. During the probation period, thett yariaples, namelyy; and R;. 7, is therule propagation rate
value of the new acquaintance will be evaluated by its peef&sm node i to its neighbors. To prevent from denial of
When the probation period expires, new acquaintance gaini§érvice attacks from malicious neighbors, a nodeso sets
hlgh trust values will I’eplace those with low trust values |a requeged $nd|ng rate ﬁi, which sets the upper bound of

the list. Acquaintances with trust lower than a certainghoéd
will be removed and new ones are recruited regularly.

E. Feedback Collector

the sending rates from all neighbors. At the lower level, a
node i solves the public optimization problem (BRwvhere
it choosesr; to maximize the aggregated satisfaction levels
of its neighbors. The public objective function aggregates

When a user receives new rules from the community, she/tisfaction level of all neighbors by the their trust fasto
may evaluate the rules and determine whether or not to addpe public utility can be viewed as a public altruistic wyili
the rule. A SMURFEN system includes feedback collectors i that a node seeks to satisfy its neighbors by choosing rule
record the feedback on the rules from users. Less expedenpgopagation rateg;. At the upper level, a nodiedeterminesy;
users may check the feedback from others before making tH&irsolve a private optimization problemijRo maximize the
decisions. As shown in Fig. 3, rule authod™ propagates a total return benefit from all neighbors. The return benefibés
new rulei to its acquaintanceB; and R,. Both rule receivers aggregated return from neighbors weighted by their truse T
can retrieve and send feedback from/to the feedback cotlecprivate objective indicates that a node intends to maxinige
C, which is a random node in the P2P network determingivn level of satisfaction by choosing an appropriate level o
by the key mapping of the creator and the rule ID. Replicdgquest. The request capacity is imposed to prevent exeessi
collectors can be used to improve the availability of feetbaincoming traffic as a result of high level of requests. The
collector service. All feedbacks are signed by their auttior choice ofR; at the upper level influences the decision-making

prevent from malicious tampering.

C and its replicas are
chosen by H(IDA,IDyyje)

its acquaintance list to C

Send feedback

of rule i

rule i

Fig. 3. Feedback Collection in SMURFEN. The malicious nddeattempts
to leave fraudulent feedback but was blocked since it doesmaich the
Bloom filter on the feedback collector.

Malicious

rulei feedback

Retrieve feedback of rule i

at the lower optimization level.

The entailed mathematical description of the model for rule
propagation can be found in [21]. We have shown that the
knowledge propagation model based on the two-level design
possesses a Nash equilibrium that satisfies the propgrty
R}, Vi, 7 € N, which we call gorime Nash equilibrium [21].

351
G. An Example

For a better understanding of the rule sharing framework, we
illustrate the mechanism with an example (see Fig. 1). Aesum
that userl (on nodel) detects a new software vulnerability
and creates a new Snort ruleto protect the system before
the official release from the VRT. Usdris part of the rule
sharing network. The new rule is automatically propagated

Moreover, to avoid feedback fraudulence, each feedbaitk its acquaintances through a propagation process (to be
collector maintains a Bloom filter [20] of the authorizedlescribed in Section IlI-F). Use3 and user7 receive rule
nodes list. The rule author hashes all of its acquaintancegrom userl. The user7 finds rulex to be useful to her/his
into a Bloom filter and passes it to the feedback collectaretwork and can choose tmcept or reject it. The decision
Only nodes with hashed IDs matching the Bloom filter ars then notified to a feedback collector on ndildf the rule
allowed to leave feedback on the collector. The use of Bloois adopted and alerts are triggered by rulethe decision
filter not only reduces the communication overhead to temsfwhether it is a true or false alarm is also forwarded to node

long acquaintance lists, it also avoids unnecessary irdoam
leaking from the rule author.

6. Users can reject a formally accepted rule any time when
it causes large false positives or does not detect any attack



after a certain amount of time. Ruleis also propagated to B. Intrusion Detection Accuracy
node3. The uses finds that the rule covers vulnerabilities but | this experiment, we evaluate the effectiveness of ifrus

does not have enough experience to judge the quality of #gtection using rule sharing. We configure a networkl @

rule, she/he chooses to inspect the feedback from othes usgSdes with the same set of vulnerabilities, comprising expe

about the rule from the feedback collector. The decision fbdes with expertise level9 and novice nodes with expertise

acceptance or rejection can be delayed to allow enough tifage| 0.1. Each node has on averagé randomly selected

for observation. neighbors. We simulat20 attacks on the network.0 attacks

H. Discussion are detectable by vendor released rules, addattacks are

L : not covered by the vendor but detectable by rules created and

Our rule propagation is based on the assumption that us%llfared among the IDSs in the network. We observe the average

of the IDSs arejl capal?,le (?Kf gnd:a rstameg the exchan ercentage of attacks detected by each IDS in the network,
rules and make “accept” or “reject” decisions based on thelir.

judgments. Inexperienced users can take advantage of \mteh and without rule sharing, and with different ratios of

: eixpert nodes. Fig. 4 shows that with the rule sharing capa-
feedback collector system to see the ranking of the new r%ﬁity the average percentage of detected attacks is vepro
before making their decisions. Note that duplicated rulés w y

. . . . . I significantly compared to the case without sharing. Thedtigh
be automgtlcally filtered out in the_ receiver side. I_:or EX&MP 16 ratio of expert nodes, the higher the detection rates iEhi
user receives rulez#from both neighbord and neighbor5. because expert nodes effectively improve the propagation o
The same rule from neighbaB will be abandoned since it P y imp propag

came later than the other one. Users should also have tI%h quality rules in the network.
capability to distinguish detection rules which have ocaprl C. Information Quality
ping functionalities. For example, different rules tamgton  In this experiment we compare the information quality using
the same threat may not be adopted by the receiver since i traditional mailing list and SMURFEN propagation syste
receiver notice the overlap. This way, only the neighbort seWhen using mailing list propagation method, detection rules
the earliest version of detection rules will be rewarded. ~ are broadcast to all users in the network, while in SMURFEN
rules are propagated following the two-level optimization
100 game. We set up a network with size starting fréthnodes
and we increase it b0 nodes each round till30. Among
all the nodes20% are expert nodes with expertise lewed,
60 - 1 80% are novice nodes with expertise lewel.
ol 1 Fig. 5 shows the information quality for both methods.
Vendor's Rules Only —— We define the information quality to be the percentage of
20 With Rule Sharing 1 useful rules that nodes receive. We see that when using the
o L SMURFEN system, the information qualities received by both
01 02 03 04 05 06 07 08 0.9 the low-expertise and the high-expertise nodes are signific
Percentage of Expert Nodes improved compared to the mailing list method. The high-
Fig. 4. Intrusion Detection Accuracy with and without RulkaBing expertise podes receive hlgher quahty rUIe,S _than low-sgee
nodes, which reflects the incentive-compatibility of theteyn.

80 1

Percentage of Detected Attacks (%)

IV. EVALUATION . - .
] ] ] i D. Incentive Compatibility and Fairness
In this section, we use a simulation network to demonstrate"memive compatibility is a required feature for a collabo

the appealing properties of the SMURFEN system. All 0yg;inn network since it determines the long-term sustalisgb

experiments are based on the average of a large numbef,Pfine system. In an incentive-compatible system, a well-
experiment replications with different random seeds. GO”Behaving node benefits more than an ill-behaving one. In

dence intervals are small enough to be neglected. this experiment, we vary the expertise level of a partidgijat

A. Smulation Setup node, and observe the output of its return benefit, whichds th
We simulate a network ofn nodes. Each node < expected number of useful rules a node receives per day.
{1,2,---,n} is labeled with an expertise level € [0, 1],Vj € In this experiment, we configure a network with nodes

N, which is the probability that a rule propagated by nodeith random expertise levels {0, 1]. We change the expertise

i1 is effective for intrusion detection. Note that the highelevel of node0 from 0.1 to 1.0 and observe its return benefit.
the expertise level, the higher the trust value. Each nodéVe compare our results with two other information propa-
contributes detection rules to the network following a Bois gation methods, namely uniform gossiping and best neighbor
distribution with an average arrival raig. T;; is learned mechanism. In the uniform gossiping mechanism, rules are
by j through past experiences using the Bayesian learnipppagated to randomly selected nodes uniformly from the
method described in [19]. The rule propagation follows theeighborhood. The receiver drops rules from less comgatibl
two-level game design described in Section llI-F. In thiseighbors if the total receiving rate is over limit. In thesbe
section, we show some selected results on efficiency, iiveentneighbor mechanism, rules are always propagated to a few
compatibility, fairness, and robustness of the system. fixed (best) neighbors. The sending capacity and receiving
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