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Abstract—Scientific workflows are an enabler of complex
scientific analyses. They provide both a portable representation
and a foundation upon which results can be validated and
shared. Large-scale scientific workflows are executed on equally
complex parallel and distributed resources, where many things
can fail. Application scientists need to track the status of their
workflows in real time, detect execution anomalies automatically,
and perform troubleshooting – without logging into remote nodes
or searching through thousands of log files. As part of the
NSF Stampede project, we have developed an infrastructure
to answer these needs. The infrastructure captures application-
level logs and resource information, normalizes these to standard
representations, and stores these logs in a centralized general-
purpose schema. Higher-level tools mine the logs in real time to
determine current status, predict failures, and detect anomalous
performance.

I. INTRODUCTION

Scientific applications today make use of distributed re-
sources to support computations such as campus resources,
grids, clouds, or a mixture of them all. Scientific workflows
provide a representation of complex analyses composed of
heterogeneous models usually designed by a collaboration
of several scientists. Workflow representations and associated
middleware help scientists compose and manage the computa-
tion as well as automate the validation and sharing of results.
Workflows are also a useful representation for managing the
execution of large-scale computations.

The majority of execution environments is not immune to
failures of resources such as execution hosts and networks.
However, unlike in a tightly coupled cluster or enterprise
network, application and resource status information is often
challenging to collect and understand and analyze in these
diverse environments – particularly in real time. Solving this
problem is important because misbehaving resources can cause
large, complex workflows to take many hours or days longer
than necessary to complete. If problems could be identified
early, workflow middleware such as the Pegasus Workflow
Management System (Pegasus-WMS) [1] has the ability to
re-route the tasks onto other resources.

Up to now, tools such as NetLogger [2] have been used
to perform off-line log analysis. The Synthesized Tools for
Archiving, Monitoring Performance and Enhanced DEbugging

(Stampede) project aims to apply the current offline workflow
log analysis capability to address reliability and performance
problems for large, complex scientific workflows. Specifically,
Stampede integrates NetLogger and Pegasus-WMS into a
general-purpose framework for analyzing performance and
failure states of running workflows.

This paper describes the Stampede framework: architecture,
components and data models. Scalability of the framework is
evaluated in the context of detailed logs from a number of
real application workflows. A novel and relevant analysis of
the modeled information for workflow failure prediction is pre-
sented. Results from analyzing the real application workflows
demonstrate the real-time performance and effectiveness of
this approach.

II. APPLICATIONS

Stampede is currently used in the analyses of many scientific
applications. The analysis presented here, has been performed
on 1, 329 real workflow executions across six distinct applica-
tions: Broadband, CyberShake, Epigenome, LIGO, Montage,
and Periodograms. The datasets for these applications are
summarized in Table I. A brief description of each application
follows.

TABLE I
SUMMARY OF DATASETS FOR EACH APPLICATION

Cumulative Count for Each Application
Application Workflows Jobs Tasks Edges
Broadband 71 42,060 62,261 161,867
CyberShake 886 288,665 288,665 1,245,131
Epigenome 47 9,918 19,935 26437
LIGO 26 2,116 2,116 6,203
Montage 184 74,851 1,270,718 531,663
Periodograms 116 95,424 2,219,071 96,296
TOTAL 1,329 513,034 3,862,766 2,067,597

Broadband [3], [4] is a computational platform used by the
Southern California Earthquake Center to simulate the impact
of of an earthquake at one of the Southern California faultlines,
to guide the building design procedures in a given area.

CyberShake [5], [6] is designed to perform physics-based
probabilistic seismic hazard analysis calculations for geo-
graphic sites in the Southern California region. CyberShake



workflowsanalyzeover415,000rupturevariations,eachrep-
resentingapotentialearthquake.

Epigenomeworkflows[7]areadataprocessingpipeline
thatperformsvariousgenomesequencingoperationsusingthe
DNAsequencedatageneratedbytheIllumina-SolexaGenetic
Analyzersystem[8].

LIGOTheLaserInterferometerGravitationalWaveOb-
servatory(LIGO)isattemptingtodetectgravitationalwaves
predictedbyEinstein’stheoryofgeneralrelativity[9],[10].
TheLIGOInspiralAnalysisWorkflowisusedtoanalyzethe
dataobtainedfromthecoalescingofcompactbinarysystems
suchasbinaryneutronstarsandblackholes.

MontagewascreatedbytheNASA/IPACInfraredScience
Archivetogeneratecustommosaicsofthesky[11].Montage
workflowsre-project,rotate,andnormalizelevelsintheinput
imagestoformtheoutputmosaic.

Periodogramscalculatethesignificanceofdifferentfre-
quenciesintime-seriesdatatoidentifyperiodicsignals[12].
TheperiodigramapplicationdesignedbyIPAC(Caltech)is
beingusedtodaytosearchforexoplanetsintheKepler
mission’sdata.

III.PERFORMANCEANALYSISSYSTEM

A.Framework

TheStampedearchitectureisshowninFigure1.Thecom-
ponentsofthearchitecturecanbedividedintothreegroups:
theworkflowexecutionengine,logcollectioncomponents,
andthearchivalandanalysiscomponents.Theworkflow
engineandexecutioncomponentsarepartofPegasus-WMS,
describedindetailelsewhere[1].

Fig.1.OverviewoftheStampedeArchitecture.

1)LogCollection:Thelogcollectioncomponentbegins
with“raw”workflowlogs.Alltheworkflowsanalyzedhere
usedCondorastheunderlyingjobmanager.Duringthe
executionofaworkflow,CondorDAGMan[13]writesits
logfile(dagman.out)innearreal-time.Thisfilecontains

thestatusofeachjob,aswellasthepre-executeandpost-
executescripts.Someoftheanalyzedworkflowsaugmentthis
informationwithajobwrappercalledKickstart[14],which
recordssystemstatisticssuchasresourceusageandopenfiles
foreachinvocationwithinthatjob.

Astheselogsarestagedbacktothesubmissionhost
byPegasus-WMSandCondor,theypopulatedirectorieson
disk.Althoughthismethodincurssomeadditionallatencyas
comparedtostreamingthedatadirectlyoverthenetwork,it
hastheadvantageofleveragingthegridsecuritymechanisms
toguaranteethatthemonitoringdatacannotbeviewedby
athirdparty.Wehavedevelopedaprogramcalledmonitord
thatcontinuouslyparsestheselogfiles.Themonitordprogram
isrunautomaticallybyPegasuswhenaworkflowisstarted,
althoughitcanalsoberuninasubmitdirectoryaftera
workflow’sexecutionhasfinished.

Themainjobofmonitordistomaptheincomingworkflow
logstothegeneraldatamodeldescribedinSectionIII-B.The
abstractmodelismadeconcreteeitherbyemittingNetLogger
logevents(shorttextmessages),orbypopulatingtablesina
relationaldatabase.

2)LogMessageBus:TheNetLoggerlogeventsareplaced
onamessagebus,whichisusedtodecoupletheconsumersof
thestreamingworkflowdatafromthemanypossibleclients.
Forthisfunction,wechosetouseRabbitMQ[15][16],a
popularimplementationofthestandardAdvancedMessage
QueueingProtocol(AMQP)[17]basedontheErlangOpen
TelecomPlatform(Erlang/OTP)[18].AMQPdefinesaneffi-
cientandflexiblepublish/subscribeinterfacethatisindepen-
dentofthedatamodel.AMQPusesacentralserver,orbroker,
buttheRabbitMQimplementationcanbescaledlinearlyby
distributingthebrokerovermultiplephysicalnodes.

WeusethehierarchicaldatatypeoftheNetLoggerlog
message,calledtheeventfield,toroutemessagesthrough
usinganAMQPtopicqueue.Topicqueuesallowclients
tosubscribetomessagesmatchingaprefixofthemessage
type,e.g.,toreceiveall“stampede.job”messagesorjustthe
subsetstartingwith“stampede.job.mainjob”.Thiscapability
providesagreatdealofflexibilityingluingtogetheranalysis
components,whilemaintaininggoodperformanceandkeeping
implementationssimple.

3)DatabaseArchive:Themonitordprogramcaninsert
datadirectlyintoanSQLdatabase.Alternately,monitordcan
writetothemessagebusandaNetLoggercomponentcalled
nlloadcanasynchronouslyinsertthemintoadatabase.The
formerapproachavoidscopyingthemessage,whilethelatter
allowsthemessagebustoimpedancematchthelogmessage
arrivalratewiththedatabaseinsertionrate.

Eitherway,thebulkoftheworkisperformedbyNetLogger
modulesthatusethePythonORM,SQLAlchemy[19].One
advantagetousingSQLAlchemyoverSQListhebuilt-in
supportforanumberofrelationaldatabaseproducts,including
SQLite,MySQLandPostgreSQL.Onceimplemented,the
samecodecanswitchtoanyofthesedatabaseproductsby
simplychangingtheconnectionstring.SQLAlchemyissome-
timesslowerthanplainSQL,buttheloadandqueryresults



inSectionIII-Cshowthatthisoverheadisnotprohibitive.
4)AnalysisComponents:Analysiscomponentscanobtain

dataintwoways:theycanquerythedatabase,orelse
subscribetoastreamoflogmessagesfromthemessage
bus.TheanalysispresentedhereusedSQLqueries,which
weresufficientlyperformantandsimplertoimplementnatively
inourchosenanalysislanguage,R[20].However,wehave
verifiedthattheanalysisdoesnotneedtoperformanytrans-
formationsofthedatainordertooperatedirectlyonthelive
eventstream.Wehavedevelopedaprototypeinterfaceusing
PythonAMQPlibrariesandthePython/RRPy2[21]module,
whichpushesRdataframestotheanalysisfunctions.Future
workwillusethisinterfacewhereappropriate.

B.DataModel
Wehavedevelopedanabstractionofworkflowsandmapped

thistoacanonical,general-purposerepresentationasastream
oflogrecords.Wehavealsoimplementedarchivalofthese
logsinarelationaldatabase,forefficienthistoricalanalysis.
ThecurrentimplementationusesthePegasus-WMSworkflow
engine,buttherepresentationsaredesignedtobeextensible
tootherworkflowenginesandpotentiallyotherdistributed
applications.

Eachworkflowmodelconsistsoftwosub-models:anab-
stractworkflowandanexecutableworkflow.Thereisone
abstractworkflow,whichdescribesthecomputations,data
movement,anddependenciesinaresource-independentway.
Computationaltasksdescribethecomputationsusingalogical
nameandlogicalinput/outputdatafiles.Tasksarearrangedin
ahierarchythatindicateslogicaldependenciesbetweenthe
inputsandoutputs.

Eachabstractworkflowismappedtooneexecutablework-
flowbasedonasetoftargetresources.Inthisworkflow,the
logicaltasksaremappedtoconcreteresources,executables
arespecified,etc.Individualtasksintheabstractworkflow
maybejoinedtogetheroroptimizedawayentirely.Additional
tasks,notpresentintheabstractworkflow,areaddedto
createdirectoriesandmanagedatastagingandregistration.In
Pegasus-WMS,multipleabstracttaskscanbeautomatically
clusteredintoasingleexecutablejob;clusteringisoften
helpfulinthecasewhereindividualtasksareofshortduration
andmayincurcomparativelyhighoverheadsduringexecution.

Clusteringhasanimpactonfailures,however.Ifforexam-
ple,wehaveaclusterof5tasks,andonetaskfails,thenthe
wholeclusterfails.Inthecaseofanon-clusteredworkflow,
theother4tasksmayhaveexecutedsuccessfully.Inpractice,
wetrytostrikeabalancebetweenperformanceandthecost
ofrecoveryfromfailuresbynotmakingtheclusters“too
large”.Thisvalueiscurrentlydeterminedinadomain-specific
fashion,butfutureworkcouldderiveclustersizefromthe
observedfailureprobabilities.

1)Terminology:Wewilldescribethedetailsofthisdata
modelinthecontextoftheimplementationwithPegasus-
WMS.Althoughthemodelallowsforarbitrarygraphsofnode
dependencies,Pegasus-WMSdefinesthefollowingterminol-
ogytopreciselydifferentiatebetweenthevariousactivities:

•Workflow:Containerforanentirecomputation.Execu-
tionofaworkflowiscalledarun.

•Abstractworkflowgraph(AW):Inputgraphoftasksand
dependencies,independentofagivenrunonspecific
resources.WeassumeAWtobeadirectedacyclicgraph.

•Executableworkflow(EW):ResultofmappinganAW
toaspecificsetofresources.ThecardinalityoftheAW
tasktoEWjobmappingismany-to-many.InPegasus,
thisstepiscalledplanning.

•Sub-workflow:Aworkflowthatiscontainedinanother
workflow.

•Task:RepresentationofacomputationintheAW.
•Job:NodeintheEW.Mayrepresentpartofatask(e.g.,

astage-in/out),onetask,ormanytasks.
•Jobinstance:Jobscheduledorrunningbyunderlying

system(e.g.,DAGman).Duetoretries,theremaybe
multiplejobinstancesperjob.

•Invocation:Oneormoreexecutablesassociatedwitha
jobinstance.Invocationsaretheinstantiationoftasks,
whereasjobsareanintermediateabstractionforuseby
theplanningandschedulingsub-systems.

Thesetermsdefinecomponentsforbothabstractandexe-
cutableworkflows.

2)LogEvents:ThestreamingrepresentationusesNet-
Logger’sBestPractices(BP)logformatandmodel.InBP,
eachlogrecord,calledan“event”,hasaname,timestamp,
severitylevel,andarbitraryadditionalmetadataintheform
ofname/valuepairs.NetLoggerprovidesasimpleASCII
representationthatwasdesignedtointeroperateeasilywith
UNIXsysloganditscousinssyslog-ngandrsyslog,aswellas
command-linetoolslikegrep.

IntheBPmodel,whatclassicalmodelsofsystemstate[22],
[23]wouldcall“activities”areeachrepresentedbytwo
events:oneforthestartandonefortheendoftheactivity.
Relationsbetweenactivities,e.g.,parent/childorstart/endof
asingleactivity,arerecordedbyincludingineachevent
uniqueidentifiersfortheactivityandanyrelatedactivities.
Forexample,thejob.startandjob.endactivitieshave
identifiersforboththejobandparentworkflow(whichmaybe
asub-workflow).Thus,apathcanbetracedfromanyactivity
uptoitstop-levelworkflow.

Additionalmetadatasuchastheusernameandjob”name”
areattachedtotheevents.Forexample,asinglejobina
workflowwouldberepresentedinBPlogeventslikethe
following:
ts=2010-02-20T23:09:13.0Zevent=workflow.startlevel=Info
wf.id=8bae72f2-31b9-45f4-bdd3-ce8032081a28

ts=2010-02-20T23:09:26.0Zevent=job.mainjob.startlevel=Info
condor_id=3309.0job.id=1
wf.id=8bae72f2-31b9-45f4-bdd3-ce8032081a28
name=create_dir_montage_0_viz_glideinjobtype=compute

ts=2010-02-20T23:14:06.0Zevent=job.mainjob.endlevel=Info
job.id=1wf.id=8bae72f2-31b9-45f4-bdd3-ce8032081a28
remote_user=vahisite_name=viz_glideinstatus=0

...
ts=2010-02-20T24:34:06.0Zevent=workflow.endlevel=Info
wf.id=8bae72f2-31b9-45f4-bdd3-ce8032081a28status=0

Intheexample,theworkflowisidentifiedwiththeUUIDin



wf.id.Withinthisscope,jobidentifiers,job.id,canthen
besmallintegersassignedintheorderthejobsaresubmitted.
Standardsuffixesaddedtoeventindicatethestartandend
ofanactivity,andthestatusfieldprovidesasimpleway
ofencodingsuccessorfailure.

3)RelationalSchema:TheStampededatabaseschema,
showninFigure2,capturestheattributesandrelationships
ofthedatamodeldescribedearlier.Eachboxinthefigure
representsadatabasetable,withthenameunderlined.Thetext
initalicsbelowthenamegivestheassociatedcomponentusing
thestandardterminologydefinedinIII-B1,oradescription
ofitsfunctionintheschema.Althoughthecorrespondence
withthemodelismostlystraightforward,afewitemsmerit
furtherdescription.Thehistoryofstates(planned,submitted,
running,complete,etc.)experiencedbyworkflowsandjobsis
recordedintheworkflow_stateandjobstatetables,
respectively.Theparent/childrelationshipsforjobsandtasks
arerecordedinthejob_edgeandtask_edgetables;note
thatthisallowsinferenceofthehierarchyinEWelements
aswell.Theself-referenceintheworkflowtableexpresses
theworkflow/sub-workflowhierarchy.Auxiliarydata,suchas
executionhoststatisticsandfileinformation,arenotshownin
thediagram.

Fig.2.DiagramoftheStampederelationalschema.Shadedareasindicate
whichtablesareusedforAbstractWorkflows(AW),ExecutableWorkflows
(EW),orboth.

C.SystemPerformance

Theresultsbelowshowthatthesystemperformanceis
sufficienttoprocessandanalyzedataonline.Inmostcases,
performanceexceedstheminimumrequirementbyordersof
magnitude.AllperformanceresultswereobtainedonMySQL
5.1.49-3runningonaDebian2.6.32-5-amd64server.The
serverhadtwoIntelXeonX5650processors(eachwith6
cores)and64GBofRAM.

Foronlineanalysis,theperformancetargetisofcourse
therateofeventsarrivingfromarunningworkflow.This
variedwidelyacrossandevenwithinourdatasets,asshown
intheArrivalRatecolumnsinTableII.Anaverageeventis
roughly100bytesofdataintheNetLoggerBPformat,sothe
bandwidthiswellwithinthecapabilitiesofcurrentWANsand
disks.

TABLEII
SUMMARYOFDATAARRIVALRATES,INEVENTSPERSECOND

ApplicationArrivalrateLoadrate
MeanMax.MeanMin.

Broadband1052453366
CyberShake7795444417
Epigenome6118412199
LIGO77282282
Montage18246545355
Periodograms322538397

1)DataLoadPerformance:Tomeasureloadperformance,
theapplicationdatasetswereloadedintoMySQLusingthe
nlloadprogramwiththestampedeloadermodule.Themin-
imumandmeanloadrateachievedforthesamedatasetsis
shownintheright-handcolumnofTableII.Evenintheworst
caseofmatchingtheminimumloadrateagainstthemaximum
arrivalrate,theloadrateexceedstheeventrate.Onaverage
theratioofthetwovaluesisordersofmagnitude.Although
notshown,experimentsalsoverifiedthattheloadratedidnot
dependsignificantlyonthesizeoftheworkflow.Therefore,in
general,asingledatabasecankeeppacewithmanyconcurrent
workflows.Burstinessineventarrivalrateswilltemporarily
increasethelatencybetweeneventarrivaltimeandthetime
thedataisaddedtothedatabase,butthisdoesnotcauselong-
termdisruptionsofthesystemasthelogmessagebusprovides
efficientbuffering.

Althoughthetimetakentoloadaworkflowintothedatabase
isalinearfunctionofthenumberof“events”inthatworkflow,
thenumberofmonitoringeventsgeneratedbyaPegasus-WMS
workflowistosomeextenttunable.RecallthatPegasus-WMS
hastheabilitytoclustermultipleabstractjobsintoasingle
executablejob.Thisreducesthenumberofdistinctjobsthat
mustbesubmittedandmanagedbytheCondorexecution
system,thusreducingoverheads.Aside-effectistoalsoreduce
thenumberofjob.startandjob.endevents,which
speedsupthedatabaseloadingprocess.Notethatnoneof
therelevanttaskdetailsarelostbythisprocess,asitsimply
reducesthenumberofjobsnecessarytoexecutethesetasks
onthetargetresources.

Theimprovementduetoclusteringturnsouttobesuper-
linear.Inanexperimentwithdifferentdegreesofclustering
onaMontageworkflow,themeasuredeffectcloselyfitsthe
model:L=0.24+3∗E,whereListheratioofclustered
tounclusteredloadtimes,andEistheratioofclusteredto
un-clusteredevents.Thusclusteringreducesthenumberof
eventsandincreasestheloadrateatthesametime.Thismay
beduetofewerupdatesacrosstableswhentherearefewerjobs
perworkflow,butverificationofthishypothesisisoutsidethe
scopeofthisdiscussion.

2)DataRetrievalPerformance:Partoftheanalysispre-
sentedinthisworkqueriestherelationaldatabasetoretrieve
itsinputdata.Therefore,thedatabasequeryperformanceis
animportantfactor.Tomeasurequeryperformance,weused
arepresentativesetofqueries,showninTableIII.These
queriesarebrokenintothreecategories:Counters,Timing,
andAnalysis.TheCountersandTimingqueriesareaslightly
modifiedsubsetofthequeriesgivenin[24],chosenfor



coverageofthedimensionsofaworkflow(state,jobtype,
andhost)andrelevancetoonlinedisplayssuchasdashboards.
TheAnalysisqueriesarethoseusedforthejobfailureanalysis
giveninSectionIV.ThequerytypenamesusedinTableIII
willbeusedinthediscussionthatfollows.

TABLEIII
REPRESENTATIVEQUERIESFORPERFORMANCEANALYSIS

CategoryNameDescription
CountersJobsTotTotalnum.jobsinworkflow

JobsStateNum.jobsinagivenstate(run,queued,etc.)
JobsTypeNum.jobsofagiventype
JobsHostNum.jobsonagivenhost

TimingTimeTotTotalruntimeofworkflow
TimeStateTimeinagivenstate(run,queued,etc.)
TimeTypeTimebyjobsofagiventype
TimeHostTimerunningonagivenhost

AnalysisJobDelayDurationsofjobsfromstarttoend,anddelay
betweenstartandexecution.

WfSummWorkflowdurationandnumberofjobs
total,failed,successful,andrestarted.

HostSummNumberofjobs,successfuljobcountandtime,
andfailedjobscountandtimeforagivenhost.

Weexperimentallyevaluatedtheperformanceofthese
queriesoneachoftheapplicationdatabases.

TheresultsareshowninFigure3.Themediannumber
(fromthe10runs)ofqueriesperminuteisshownforeach
combinationofapplicationandquerytype.Adashedblack
lineindicatesthemedianreal-timedataarrivalrate,whichwas
calculatedbysimplydividingthenumberofinsertedrowsby
theworkflowwallclockduration.Notethatthisisnotthesame
astheeventrateshowninTableIIbecausetheedgedata,
whilelogevents,arenotusedbythesequeries.

Fig.3.Mediannumberofqueriesperminute,foreachapplicationandquery
type.Thedashedblacklineshowsthemedianarrivalrate,indatabaserows
perminute.

Fromthefigure,itisobviousthataquerycanbeperformed
onawindowofincomingdatabaserowsinafractionofthe
timeittakesforthemtoarrivefromtheapplication.Put

anotherway,manyworkflowscouldbequeriedinparallel,in
realtime,onthesamedatabaseserver.Takentogetherwith
TableII,theseresultsshowthatthemaximumnumberof
workflowsthatcanbeaccommodatedwillbelimitedbythe
dataloadrates.

IV.WORKFLOWANALYSIS

Thissectiondescribestheanalysiscapabilitiesthatwe
aredevelopingwiththeStampedeframework:algorithmsfor
workflowfailureprediction,probabilisticanomalydetection,
andaweb-baseddashboardtovisuallyanalyzeandmonitor
workflows.

A.WorkflowFailurePrediction
Complexscientificworkflowsoftenexperiencefailuresdue

totemporaryorlocalizedproblemswithresources.Forexam-
ple,acomputenodemayhaveabaddisk,oranetworkfile
servermaybeoverloadedandtimeout.Tocopewiththese
situationsPegasus-WMShastheabilitytoretryjobswithin
aworkflowmultipletimes.However,these“soft”failures
mayalsobethesymptomsofadeeperproblemwiththe
workflow,onethatwilleventuallycausetheentireworkflow
tosloworstop.Thegoalofworkflowfailurepredictionisto
automaticallydeterminewhetheragivenpatternofindividual
failuresisaminorglitchorindicativeofadeeperproblem.

Asummaryofworkflowdatasetswasgivenearlierin
TableI.Forthisanalysis,aslightlydifferentsetofdatawas
used.Thisdatasethad1,332workflowinstanceswith288,668
jobs,577,330tasks,and1,245,845edges(intheworkflow
graph).Thisisalsoasufficientlylargedatasetforstudying
workflowbehavior.

Asafirststepinexploringthisdataset,welookatjob
failuresforeachworkflowovertime.Thisgivesanover-
alltimelineforworkflowperformanceintermsoffailure
characteristics.Tonormalizetheresultsfordifferentabsolute
workflowsizes,weusethestatisticofthepercentageoffailed
jobs,

failedjobst
failedjobstotal×100,calculatedatfixedintervals,t,over

thelifetimeofeachworkflow.Failuresareeasilyinferredfrom
thedata:theyarerepresentedintheBPlogsbyajob.end
eventwithanegativevalueforthestatus,whichbecomesa
stateofJOB_FAILUREinthejobstatetableinthedatabase.
Jobfailurecharacteristicscanaffectthetotaldurationofthe
workflow,andthenumberofrestarts.

Figure4showsthepatternoffailedjobsforselected
workflowrunsfromeachapplication.OntheXaxisisthe
percentageofthetotaldurationoftheworkflow,andonY
thepercentageofthetotalnumberoffailedjobs.Thelegend
showstheexactnumberoffailedandtotaljobsforeach
runintheformatrun-number:failed/total.Forthe
Epigenome,MontageandBroadbandapplications,weonly
showworkflowsforwhichmorethan50%ofthejobsfailed.
Throughthetotalof881runsofCybershake,only2workflows
containedatleastonejobfailure.LIGOworkflowsarenot
shownbecausetheydidnotsufferanyjobfailures.

Fromthefigure,itisclearthatfailurepatternsvaryacross
applications.TheMontagerunshavethreedistinctphases:



(a)Epigenome(b)Montage(c)Broadband(d)Cybershake

Fig.4.Jobfailurepercentageatdifferenttimestepsinthelifetimeoftheworkflow.Eachlinerepresentsasinglerun.Thelegendshowsthewfid,andthe
actualnumberoffailures/totaljobs.

asequenceofinitialfailures,followedbyaperiodwithno
failures,thenasuddenincreaseoffailuresneartheend.For
theseruns,whatmayappearasatemporaryinitialepisodeof
failuresisactuallyindicativeofalong-rangefailurepattern.
ForCyberShakeandBroadband,mostrunsshowasteady
increaseinfailurepercentagefromthebeginningtoend.This
meansthatafewinitialfailuresmaybeanindicatorofmany
morefailuresforthatrun.ForEpigenome,thefailurepatterns
aremorevaried.Sometimestherearetwophasesofslow
andquickersteadyincreasesinfailures,andsometimesthere
isa“staircase”patternofalternatingfailureandnon-failure
periods.

ItisalsoevidentfromFigure4thattherearedistinct
patternsofjobfailureswithineachapplication.Forexample,
inBroadbandworkflowruns11,29,and26allhaveafine-
grainedstaircasepatternofjobfailures;whereastheotherruns
havejobfailuresatonlyafewpointsintime.Theexistenceof
thesepatternssuggeststhatjobscanbeeffectivelyclustered
withineachapplication.

Wehavedevelopedclusteringalgorithmsthatcaneffectively
groupworkflowsaccordingtodifferentpatternsoffailure.
Moredetailsonthemethodsareavailablefrom[25],butin
brief:weusedtheefficientk-meansclusteringalgorithm[26],
[27],withrandomizedinitialcentersandthe(standard)Eu-
clideandistancemetric.Thealgorithmtakesasinputfour
parameters:workflowduration,failedandsuccessfuljobdu-
rations,andpercentagesoffailedjobs.Theresultofthis
algorithmisasetofclusters,eachofwhicharethencompared
tojobfailureratesandclassifiedasbelonging(ornot)tothe
classof“highfailureworkflows”(HFWs).

Asanexampleofthisalgorithm,Figure5showsclusters
forEpigenomeworkflows.Thegraphshowstheprojection
intwodimensions(first2principalcomponents)ofthek-
meansclustersdeterminedfromhistoricaldata.Thecenters
oftheseclustersaresaved,andtheclusterwiththemost
failuresislabeledtheHFWclass–inthiscase,Class1,the
tightblueclusterontheright-handsideofFigure5(a).Then,
foreachtimestepinagivenworkflowrun,theworkflow
isclassifiedasbelongingintheclusterwhosecenteris
“nearest”.Figure5(b)showsthechangingclassificationsof
theEpigenomeworkflowsovertime.

Inmostcases,workflowsthatexperiencemanyfailures
willconvergetotheHFWclass.Intheexample,thisis

(a)Clusters

(b)Classification

Fig.5.EpigenomeOnlineAnalysis

representedbytheselectedworkflowsconvergingtoClass1
atthebottomofFigure5(b).Itisalsoevidentthat,inmost
cases,onceaworkflowbelongstotheHFWclass,itisunlikely
torevert.Therefore,classificationasHFWprovidesavery
clearindicationthataworkflowwillcontinuetoexperiencejob
failures,andthatin-depthrootcauseanalysisand/orcorrective
actionarewarranted.Thisisofcourseparticularlytruefor
workflowsclassifiedearlyintheirexecutioncycle.Though
onlyEpigenomeisshown,similarresultswereobtainedfor
otherapplications.

B.AnomalyDetection

Thesecondanalysisexampleisalsoconcernedwithwork-
flowjobfailures.Ratherthantryingtopredictfutureworkflow
behavior,thegoalistodetectperiodsinwhichanomalous
numbersoffailuresoccur.Themethodsusedareprobabilistic:
modelingthepastdistributionsofjobfailuresandcomparing



themwithnewdatafromrunningworkflows.Eachapplication
isconsideredindependently.Therandomvariabletoconsider
hereisthenumberoffailedjobsduringacertaintimewindow.
Asbefore,tofacilitatecomparingbehaviorsofindividual
workflowruns,thelifetimeofaworkflowisrepresentedas
apercentageofthetotal.Theanalysistimewindowsare,for
now,arbitrarilychosentobe1/100ofthetotalruntime.

Figure6showstheempiricalcumulativedistribution
function(ECDFs)forjobfailuresfromworkflowrunsof
EpigenomeandMontage.OntheXaxisisthetotalnumberof
failures,andontheYaxisistheproportionoftimewindows
experiencingthatnumberoffailuresorless.Visualinspection
ofthedistributionsshowsthatfailuretrendsaresimilarfor
mostworkflowruns.Furtherdetailedanalysisofindividual
workflowsfrombothapplicationsshowedthatthetotalnumber
ofjobsishighforsomeworkflowsduetorepeatedjobfailures,
suchasworkflow21forEpigenomeandworkflow46for
Montage.Theseworkflows,whichcorrespondtothetworight-
shiftedlinesintheECDFs,areanomalieswewouldliketo
detect.

Inordertodistinguishbetweentheanomaliesandother
workflows,wemodelthefailuredistributionovertimeasa
Poissonprocess,whichhasdistributiongivenbyP(x)=
e−λ

λ
x

x!.Arandomsubsetofhistoricalworkflowswithalow
numberoftotalfailuresareusedtodetermineλ,theexpected
numberoffailurespertimeperiod.TheredlineinFigure6
showsthefitteddistributionusingthemeanjobfailurefrom
onenormalworkflowrun.Thefitteddistributionisveryclose
tothe“normal”workflows.Thisresultdiffersfromfailure
analysispresentedin[28],wherethelognormaldistribution
wasabetterfitforfailures.Inouranalysis,aPoissonmodelis
moreappropriatesincewearedealingwithamorelocalized
dataset.Eachworkflowrunswithinrelativelyasmallperiod
oftime(minutesorevenhours),comparedtodaysoryears
in[28].Thecharacteristicsoftheunderlyingresourcesare
lesslikelytochangeinthistimerange,makingaconstant
failurerate,thePoissonλparameter,amorereasonableas-
sumption.Formuchlongerworkflowsanalternatedistribution
orcouplingofPoissonwithchange-pointanalysiswouldbe
appropriate.

C.WorkflowStatusDashboard

Wehavealsoprovidedasetofweb-basedtoolstoallow
Stampedeuserstoexaminerunsvisually.AsimpleHTTP-
basedAPIwasbuiltontopoftheStampededatabase,thereby
providingaflexible,architecture-neutralwayforwebclients
toaccessdataeitherinanonlineorofflineformat.Two
screenshotsofthedashboardareshowninFigure7.

Theleftscreenshotshowsthebarchartview.Inthisview,
userscanseetheelapsedtimeforeachworkflowwithinarun,
dividedintothetimeitsjobsspentinthesubmitted,running,
completed,andfailedstates.Byclickingonaparticular
workflow,theuserbringsupamoredetaileddisplayinthe
bottompanelinwhichthedetailsofeachjobcanbeseen,
suchasitsname,state,runningtime,submittime,parents,

(a)Epigenome

(b)Montage

Fig.6.ECDFsforrunsofEpigenomeandMontage.FittedPoisson
distributionisshowninred.

Fig.7.BarchartandareachartviewsoftheStampededashboard.

andchildren.Thisallowsausertoeasilyzoominonparticular
aspectsofaruntoidentifyfailuresandbottlenecks.

Therightscreenshotshowstheareachartview.Inthisview,
theusercanseetheperformanceofarunovertime,withthe
fractionofjobsineachstateindicatedbystratainthechart.
Byclickinginaregionofthischart,theusercanthengeta
moredetailedsnapshotofeachjob’sstateatthatpointintime,
allowingtheusertogetaclearunderstandingofthedynamics
oftherunandpotentiallyidentifybottlenecks.

V.RELATEDWORK

Alargenumberofsystemshavebeendevelopedformon-
itoringandperformanceanalysisingridenvironments[29],
[30].Thesesystemsfocusonmonitoringgridjobsandin-
frastructure,andhavelimitedsupportfordatarelevantto



workflowapplications,suchasworkflowdependencies,and
taskclusteringdata.

Manyworkflowsystemshavesomeformofintegrated
monitoringcapability.Visualworkflowsystemssuchas
Kepler[31],Triana[32],andTaverna[33]supportrun-
timemonitoringthroughagraphicaluserinterface.The
SWAMP[34]workflowsystemprovidesmonitoringinforma-
tionthroughawebinterface.Themonitoringfeaturesofthese
systemsarefocusedprimarilyonreporting,notononline
performanceanalysisandprediction.P-GRADE[35]isone
notableexceptionthatsupportsintegratedperformanceanaly-
sisanddebugging.Ourfocusisonadecoupledinterfacethat
allowsbothexportandimportofperformanceinformation,
e.g.,toandfromperfSONAR[36].

Severalworkflowsystemshavebeenintegratedwithexter-
nalmonitoringtoolsandmiddleware.Afewdifferentmonitor-
ingandanalysistoolshavebeendevelopedfortheASKALON
system[37],includinganonline,service-orientedsystem
basedonSCALEA-G[38],[39],andthePerftoolsystem[40],
whichprovidesagraphicaluserinterfaceforinspectingand
analyzingtheASKALONloggingdatabaseatruntime.Kepler
hasbeenusedwiththeMidMonmonitoringsystem[41].Our
approachcapturesmoredetailsaboutworkflowexecutionthan
theseprevioussystemsandhasbeenusedsuccessfullywith
largerworkflows.

Inadditiontoperformanceanalysisanddebugging,the
informationcollectedbyStampedecouldbeusedtoanswer
provenancequeriesregardingtheoriginandhistoryofdata
items.Provenanceisfocusedontracingthelineageofdata
inordertosupportrepeatabilityandensuredataqualityin
scientificcomputations.Provenanceinthecontextofscientific
workflowshasbeenstudiedextensively,andmanyworkflow
systemssupportprovenancecollectionandanalysis[42].Sup-
portforprovenancecanbebuiltintoaworkflowmanagement
system,oritcanbeprovidedthroughexternal,service-oriented
provenancesystemssuchasKarma[43].Kepler[44]and
Trianahavenativesupportforprovenancecollectionand
retrieval.Trianahasbeenintegratedwithexternalservices
suchasthoseprovidedbytheEUprovenanceproject[45].
AndPegasushasbeenintegratedwiththePASOAprovenance
system[46],[47].Theseexternalprovenanceservicesuse
asimilararchitectureandimplementationasStampede,and
collectsimilardata.Althoughtheapproachdescribedinthis
papercanbeusedforprovenancecollection,theprimary
focusoftheStampedeprojectistoprocessinformationabout
workflowexecutionforthepurposesofperformanceanalysis
andanomalydetection.

Failurepredictionusingeventcorrelationhasbeenstudied
in[48].Temporalandspatialcorrelationsareproposedusing
multiplefeatures(systeminformation,utlization,packetcount,
etc).Theanalysiswasperformedonalargedatasetspanning
aone-yearperiod.Thelargeavailabledatasetmakesusing
supervisedlearning,butmightnotfitgeneralonlinelearning
whenlowlevelgridconditionsareunknown.

StreamingdataprocessingsystemslikeTele-
graphCQ[49]provideageneralsolutiontotheproblemof

onlineprocessingofstreamingdata,whereasStampedeis
morefocusedontroubleshootingfordistributedworkflows.
CommercialproductslikeSplunk[50]providedataforIT
analyticsacrossvarioussystemlayers,butarenotbuiltto
efficientlyextractthedependencygraphneededforworkflow
analysis.Dataanalyticstoolsfromindustry,suchasthe
PercolatorsystemfromGoogle[51]alsoaddressessomeof
theissueswithonlineingestionofdata.Theseapproaches
aren’tdirectlycomparable,butthetechniquescouldbe
appliedtoStampedeinthefuture.

Acomprehensiveofflineanalysisfor9yearsofLANL
failurelogswaspresentedin[28].Theanalysisproducedprob-
abilitymodelsforfailuresindifferentsystemswithrespect
tovariousfactorsincludingrootcause,timebetweenfailures
andtimetorepair.Thisofflineanalysisgivesguidelinesfor
possibleprobabilitymodelsthatcanbeextendedtosuitour
onlineanalysis.

VI.CONCLUSION

Applicationskeepscalinguptoeverlargersystemsand
theexecutionenvironmentisalsogrowingincomplexity.Al-
thoughcloudtechnologiesaresimplifyingapplicationdeploy-
ment,informationabouttheapplicationexecution,including
failurebehavior,remainshardtounderstandandanalyzein
realtime.Inthispaper,weshowedanapproachtotheproblem,
wherewedevelopedanexecutioninformationcaptureand
analysissystemwhichiscapableofstreamingand/orstoring
workflowperformanceinformationinrealtime.

Wedemonstratedthesysteminthecontextofanumberof
realapplicationworkflows,whichwereexecutedindistributed
environmentsthatincludedcampus,grid,andcloudresources.
Weshowedthatthesystemandassociatedanalysiscapabilities
areperformantenoughtoprovideresultsinreal-time.Ourjob
failureanalysisconfirmedthatthelongeraworkflowruns,the
morefailure-proneitbecomes.Theanalysisalsoshowedthat
jobsthatarelikelytofailmaybeexecutingforalongtimeand
thenfail;thereforeearlyrecognitionof”doomed”workflows
isimportantforoverallefficiency.

Futureworkwillapplytheinformationaboutfailurework-
flowstorestartandrecovertheseworkflowswithoutwaiting
forthemtofailentirely.Thisworkwillrequiretheaddition
ofadaptationcapabilitiestothePegasus-WMSsystem,and
additionalanalysistotracktheeffectivenessoftheseadapta-
tions.Inaddition,knowledgeofwhichworkflowsarelikelyto
failcanbeusedtoconditionmeasurementgranularity.Thisis
partofthegeneraltechniquecalledadaptivemonitoring[52],a
necessaryresearchdirectioninthisageofinformationdeluge.
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