Supporting views in network management
systems

CarlosPalmaandLuis Rodrigues

Rural Informatica, SA,Damaia(cpalma@ceditoayricola.pt)
and
Departamentale Informatica, Faculdadede Ciéncias,Universidadede Lisboa,Lishoa(ler@di.fc.ul.pt)

In network managemergystemsa view represents subseof the managementilomaintailoredto a specificactiity
or managementle. Thesupportfor views is extremelyrelevantin large-scalenanagemergystemsvhereit becomes
infeasibleto centralizeall the managemeninformation. The paperproposes modelthatrecognizeghe importance
andprovidessupportfor the coexistenceof differentmanagementiews of alargesetof entities.A prototypefollowing
theproposednodelhasbeenimplementedasa setof extensiongo the opensourceScottyplatform.
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1 Introduction

The vastmajority of currentmanagemengystemsprovide the tools neededo describethe setof network
componentaswell astheir attributes. However, in a systemwith a large numberof componentst be-
comesinfeasibleto managea flat spaceof componentsTherefore,it is extremelyimportantto aggreate
componentin viewsthatrepresentlifferentmanagemerdomains.

This paperproposes modelto supporttherepresentationf complex networksin managemergystems.
The model, that distinguisheghe representatiof individual componentsrom the representationf the
relationshipsamongthesecomponentsis basedn atwo level architecture:

e Thecomponentevel: At thislevel eachnetwork components describedndividually.

e Theview level: The view level definesthe relationshipsamongcomponentghat are specificto a
particularmanagemenrdctivity. At this level onedefinesalsowhich attributesof the componentare
visible in the context of the view.

In orderto manageand monitor a system,one or more views needto be activated. The management
systemmustensurethatthe informationprovidedto differentmanagerss consistentgvenif they interact
with differentviews. This is ensuredvia the two-level architecture:changesn the managedbjectsare
registeredatthe componentevel andthenreflectedat all relevantviews.

The modelalsoproposes flexible event propagatiormechanism.Event propagatioris performednot
only within aview but alsoacrosgdifferentviews. Eventpropagatioris usedbothto apply operationso
groupsof componentandto notify theusersof relevantoccurrencesA prototypeof asystenmmplementing
theproposednodelhasbeendevelopedasa Tcl extensionto the Scottyplatform[SL95).

Thepapertis organizedasfollows. In Section2 we motivatethe needfor theview supportin management
systemsand Section3 briefly introducesrelatedwork. The proposedmodelis describedn Section4 and
its implementationin Tcl introducedin Section5. An evaluationof the modelis givenin Section6 and
Section7 concludeghe paper
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2 Motivation

Any complex systemincludesa large numberof network componentsuchascomputersdevices,appli-
cations,etc. Eachof thesecomponentss characterizedby a setof attributesthat needto be accessedh
the courseof managemenactivities. However, mostof managemenactivities do not needto accessll
attributesof eachcomponenmor the completeset of managedccomponents.The excessof non-relevant
informationin a giveninterfacemay evenbe detrimentalto the efficiency andsecurityof the management
actities. Thereforejt is extremelyimportantto definedifferentviews of the managedystem.Eachview
is createdhaving a specificactivity or role in mind, and shouldinclude only the objects(and attributes)
relevantfor thatactiity.

Considerfor instancea systemwith machinegrunninga combinationof Linux and someproprietary
operationsystem)physically locatedin differentroomsand connectedo differentLAN segments. For
certainactvities it is interestingto organizea view of the systemaccordingo the geographicatieployment
of themachineswith anindicationof identifierandoperatingsystem.For otheractities, it is moreuseful
to presentthe view accordingto the LAN segmentsand shaving only the machinesthat run a specific
operatingsystem. Therefore,the managemensystemshouldallow to expressthesedifferentrelations
amongthe managementomponents.

The notion of view addressethis need. The view is an abstractiorthat allows to aggre@ateand make
visible the representatiorf the managedcomponentghat belongto a particularcontet. Additionally,
theview filters the componenattributesandbehaior, suchthatonly the propertieghatarerelevantin the
contet of theview areshavn to theuser

Usingaview, the userinterfaceis simplified, sinceall the informationthatis non-relevantfor a specific
managemerdctivity maybehiddenfrom theoperator Furthermoretheview canalsobeusedamechanism
to controlthe accesdo sensibleénformation,improving the securityof the managemengystem.

3 Related work

Theneedfor structuringandgroupingthe managedabjectshasbeenpresenfrom thebeginningin network
managemenplatforms. Therefore mostnetwork managemensystemsnclude someform of representa-
tion mechanism.One candistinguishtwo main classef network managemengystems:systemsvhose
elementarynit is the componenattribute andsystemsvhoseelementaryunit is the network component.

Thefirst classof approachesonsiderdhateachindividual attribute is a basicunit of management\et-
work elementsaredefinedasgroupsof attributes.It is alsopossibleto createcomponentshatmix attributes
from severaldistinctphysicaldevicesandthathave no directmappingto concretenetwork componentsWe
cancite two main examplesof this approachthe SNMPQL[Ye09( thatrepresentshe network anda set
of relationaltablesthat can be accessedising SQL andthe approachdescribedn [KSSZ97 wherethe
network is representedsa spreadsheetUsing theseapproached is difficult to supporteffectively event
propagatiorandhandlingmechanismsA similarapproacthasbeendescribedn [Gol96], whereextensions
to the SNMP-SMIsupportthe creationof MIB viewsin anagent.Thecreationof viewsis supportedrough
relationaloperationgjoins, filtering, etc)on SNMPtableusinga SQL like languageHowever, theseviews
arerestrictecto a singleMIB.

Most of the existing commercialand opensourcenetwork managemensystemfit into the secondcat-
egory. Our model and implementationcan also be classifiedin this class. Representate examplesare
the Tkined/ScottySL93], the Domainssysten{SM89, MS93, the CA UnicentefAss], andthe HP Open-
view[Pad. In is interestingio notethatthelasttwo commerciakystemsgdespitetheir strongpenetrationn
themarket, do not satishctorily addressheissuesaddressetly our proposal.

The CA Unicenterdistinguisheghe object model from the topology model. The topology modelis
concernedvith therelationsamongobjectsand,to a certainextent, supportghe definition of differentper
spectvesof the managedetwork. The HP Operview alsomakesa distinctionbetweerthe representation
of themanagedbjectsandits presentationthe sameobjectmay be presentedisingdifferenticons;icons
canbe groupedin mapsthat canbe linked in a hierarchicalmanner However, in both casesthereis no
supportto refinethe presentatiorof a given objectin a view sensitve manner:if anattributeis visible in
a view it mustbe necessarilyisible in all views. Both our proposalandthe previous examplescan be
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consideredas differentapplicationof the Model-View-Controller designpatterfBMHRS96] to network
managemertbols.

4 Model

In this sectionwe presenta modelfor the implementatiorof the view abstraction.Our modelintendsto
combineflexibility, in the sensahatthe samesetof managedbjectscanberepresenteth mary different
views, with the consisteng of informationprovidedacrossviews. For instancejf two operatorsaaremoni-
toring the samecomponentsingtwo distinctviews andthe componenthangests statusdueto anaction
executedn the context on aview, this changeof statusshouldalsobevisible in the otherviews.

4.1 Basic elements

The model proposechereusesa compositionof the following basicelements:core-elementslinks, ele-
ments groups maps(a maprepresentsamanagementiew), andrepositories

e A core-elementepresenta concreteananagedbject. Typically, it represents network component
(physicalor logical) suchasa nodeor a process.Eachmanagedbijectis representedby a single
core-elementyo matterin how mary mapsit is included.The core-elementomponenencapsulates
the completesetof attributesandbehaior of themanagedbject.

e An elementrepresents core-elementn a specificmap. Therefore,the elementmay restrictthe
numberof attributesthat are visible andthe behaior of the managedbijectin the context of that
map. Note that a single managedobject, representedy a core-elementcan be associatedvith
multiple elements.

e A link represents physicalor logical connectionamongtwo managedbjectsin a given context.
Thereforealink connectelementsor groupsof the samemap.

e A group aggrejateselementsand other groupsallowing to hierarchicallystructurethe map. The
group canbe usedto merely aggrejateelementshat arelogically relatedor to createa composite
componenfrom othercomponents.

e A map thatrepresentsa managementiew, is a setof groups.elementsandlinks thattogetherrepre-
sentaconcretananagementontext. It is possibleto associatglobal constaintsthatrestrictthetype
of informationfrom the core-elementshat canbe visible in the map. Note that constraintscannot
associateavith groups.

e A repositoryis a persistentepresentationf therelevantstateof the previouselementsThereposi-
tory containsthe characterizatiof a setof core-elementandthe descriptionof all the maps(with
associate@lementslinks andgroups).

4.2 Attributes
Eachelemeniof our modelis characterizedy a setof attributesandmethodsasdescribedelow.

e An attributeis avariablethatrepresenta propertyof themanageabject. Attributesaresimply num-
bersor strings. The attributescanbe usedto storemanagemerninformation, parametershatdefine
the way a componenis testedand monitored,informationrequiredfor network accesstemporary
dataresultingfrom monitoringactivities, etc. Someof the attributescanbe usedto uniquelyidentify
themanagedbject,suchas,for instancea MAC addres®r a serialnumber

e The methodsefinemanagemendctiities (in our concreteimplementationa managemenscript).
Thesescriptscanbe executedperiodically or only whenexplicitly invoked (whenthe attributesare
accessed)The methodscanbe usedto returnvaluesthatareobtainedby applyingsomefunctionto
a setof simplerattributes. The methodscanalsoinvoke somemanagemenprotocolto interactwith
the concretedevices.
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4.3 Relationships

Thebasicentitiesof our modelmay have thefollowing relationshipsasillustratedin Figurel.

e A core-elementanhave oneor moreattributesandmethods.A core-elemenalsomaintainsa ref-
erenceto all of its elementsTherefore the core-elemenis ableto propagateaneventcreatedn the
contet of agivenmapto all mapsto whichit belongs.

e An elementmaintainsareferencdo thecore-elemenit representsareferenceo the groupin which
it is containedandreferenceso all its associatedinks. All theattributesthatdescribethe stateof the
managedbjectare not maintainedat the elementlevel; they are always maintainedat the level of
core-elementto ensurehe consisteng of informationto be providedacrosdifferentviews.

Note that not all core-elemenattributesarevisible in every element,sinceeachview definescon-
straintson the attributesthatarevisible throughthe elementf thatview.

Remembealsothateachcore-elementanbeidentifiedby thevalueof somerelevantattribute of the
managedbjectthatit representgfor instanceaserialnumber).This uniqueidentifierwill bevisible
in all mapsin whichtheobjectis represented.

e A link canhave oneor moreattributesandmethodsandreferenceso the elementshatit connects.

e A groupcanhave oneor moreattributesandmethods.A grouphasa referenceto the uppergroup
(or to themap,if it is theroot group)anda setof referenceso all groups links andelementghatit
contains.

e Finally, amapcanalsohave oneor moreattributesandmethodsandareferencdo arootgroup.

4.4 Constraints

By default, anelementrepresentsll attributesandmethodsof the associate@ore-elementHowever, our
modelforeseeghe possibility of definingrestrictionsto the setof attributesvisible in a map by defining
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Fig. 2: Eventpropagatiorexample

constrints at the maplevel. Constraintscanalsorestrictthe propagationof events. As we have noted
previously, theseconstraintanay simplify the managemeractivities andimprove the securityof the man-
agemensystem.

4.5 Filters

Filtersareintendedasa mechanisnio automateandsimplify the creationof maps.A filter is a constraint
on the characteristicef the core-elementshat may belongto a givenmap. After specifyinga filter, one
canrequesthecreationof animplicit map amapthatcontainsall manageabjectswith the characteristics
definedin thefilter of the map. The mapdesigneicanlater canaggreyatethe resultingelementsn groups
andlink themin differentways. However, sheis not allowedto createelementsadditionalin animplicit
map.

Therefore,the model supporttwo differentalternatvesto createviews: implicit maps,whosecontent
is specifiedby the filter, andexplicit maps,whoseelementsareaddedexplicitly, oneby one,by the view
designerExplicit mapsgive moreconfigurationpossibilitiesto the mapdesigneibut alsorequirea greater
dealof effort to define.

4.6 Event model

In orderto modelthebehaior of thecomponentspurarchitecturalefinesaneventprocessingndpropaga-
tion model. Eventsaretypedandcanbepropagateémongthe objectsof active mapsaccordingo different
policies. Eventhandlerscanbe definedat the level of individual componentgcore-elementsgroups,ele-
mentsetc). Thereforejt is possibleto have fine-graincontrolon how the eventsareprocessedteachlevel
of thehierarchy

Thereare two main classef events: internal eventsand external events. Internal eventsare raised
automaticallywhenthereis a changein ary componenbf a repository suchas changesn attributesor
addition/remeal of elements. Internal eventsare not propagatedaind mustbe processedy the handler
associateavith theaffectedgroup. Oneof themaingoalsof usinginternaleventsis to triggerthe execution
of scriptsthatcheckthe consisteng of thecomponentshatbelongto therepository For instancethe event
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thatis triggeredwheneeranew elements insertedn aview, canbeusedto if it hastheattributesrequired
for thatview.

Externaleventsreflect eventsassociatedvith one or more managedbjects. Externaleventscan be
propagatedvithin a mapandacrossall mapsof arepository Therearethreesub-classesf externalevents
that reflect different policies for event propagation,namely: ascendantvents, descendantvents, and
lateral events.

Ascendangventsarepropagatedpwardsin thegrouphierarchydefinedby themapin whichthey occut
At eachhop, the receptionof the event may trigger an appropriatehandler The handlermay consume
the event(which is not propagatedurther) or forward the eventto the next level after processing.In ary
casethe propagatiorof anascendanéventterminatesat the mapelement.Ascendeneventscanbe used
to specializeor generalizethe processingof specificoccurrencesthe event can be processedy some
specializechandlerassociatedvith the elementor be propagatedipwardsand be processedy a global
handlerthathandlesall eventsgeneratedby thelower layers.

Descendaneventsare similar to ascendaneventsexceptthat they are propagatedn the oppositedi-
rection,from the groupin which the eventwasraiseddownwardsuntil a core-elements reached.In the
core-elementhedescendardventcanraisea setof ascendandventsin all elementsepresentinghatcore-
elementn differentmaps.This mechanismeaseghetaskof applyingsomescriptto all elementsncluded
in agivenhierarchy Additionally, this mechanisnsupportghe propagatiorof eventsacrossmaps.

Finally, lateral eventsare propagatedcrossthe links that connectthe elementsof a map. Sincethese
links may form cycles, the event propagationis limited to a configuredmaximumnumberof hops. This
mechanisncan be usedto correlateevents. For instance,one can correlatethe failure of a components
to thefailure of otherobjectsconnectedo thatcomponenthroughthe propagatiorof failure notifications
throughthe established¢onnections.

Figure2 illustratesthe event propagatiorpoliciesdefinedin our eventmodel.

The occurrenceof Event1 at the elementSl canresultin the following sequencef events,depending
ontheeventsub-class:

e If theeventis ascendantit will behandledatthelevel of theelementS1, propagatedo thegroupG1
and, possibly further propagatecgnd handledin the mapV1. Notethatfor mary events,a generic
handlercan be definedat the top level, in the map component. In suchcasethe eventis simply
propagatedo therootandprocessethere.However, thearchitecturesupportshe definition of more
specificcontext-dependenhandlersn thelower levelsof the hierarchy

o If theeventis descendanit canbe handledatthe elementS1andlaterhandledby the core-element
C3. In thecore-Elementhe eventcould be propagatedo the remainingelementghatrepresentshat
core-element.

e If the eventis lateral with a maximumnumberof hopssetto 1, it will be only propagatedo the
elementS3.

Considemow the occurrenceof a descendangvent, Event2, atthelevel of themapV1: the eventwill
be propagatedimongelementdelongingto mapV1 includingthe core-elementthathave elementsn V1.
Furthermorethe core-elementmayraiseanascendangventthatwill be propagatedo the elementsn the
mapV2.

The proposednodelfor eventpropagatiorallows:

e torepresenin aconfigurableandcontet-sensitve mannerchangesn the statusof manageabjects,
in all actve mapsthatincludea elementf thatcore-elemenfascendangvents).

e to actuatan alargesetof itemswithout explicitly namingall thetargets(descendargvents).

¢ topropagateheoccurrencef eventsto all elementshatarephysicallyor logically connectedlateral
events).
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Fig. 3: Datamodelof Tnm : r epo

Note that by defininga chain of eventsand handlersit is possibleto model complex propagationf
eventsassuggesteth [OMKY97]. However, sinceourapproactdoesnotreliesondefininganew language,
propagatiorschemedasedon the compositionof the threebasicmodeshave to be explicit codedin the
handlerswhile the MODEL [OMKY97] allows thesepropagatiorpoliciesto be expressedn a declaratve
fashion.

5 Implementation

In orderto validateexperimentallyour model,we have implementeda prototypeasa Tcl extensionto the
Tnm/Scottyplatform[SL95, SL93. The Scottyplatformis aopensourcenetwork managemergystenthat
offersa Tcl interface. This systemhasa large userbasesinceit providesanopenandcornvenientplatform
for thedevelopmenbf customizedhetwork managemergolutions.The ScottyplatformalsoincludesaTcl
module,the Tnm : map [ScH], thatintendsto supportthe representationf the managedystem.We have
optedto implementour modelasanextensionto the existing Tnm : map module.

We have called our new Tcl moduleTnm : r epo. The new modulepreseresthe functionality sup-
portedby theoriginal Tnm : map moduleandimplementsa setof new functionalitythatsupporthemodel
proposedn this paper namelythe supportfor definition of differentmapsandextendedeventpropagation
mechanismskigure3 presentshe datamodelof Tnm : r epo.

Theadwantage®f implementingour modelasanextensionto the Tnm : map aretwofold. To startwith,
it allows usto reusemuchof the managemenscriptsalreadyavailablefor the Tnm/Scottyplatform. On
the otherhand,it promoteshe disseminatiorandusageof our prototypeby others.To be compliantwith
theterminologyusedin theimplementatiorof Tnm : map, we have optedto maintainsomeof the terms
usedin the original implementation.Therefore,in thefollowing text a repositoryis simply designatedy
thekeyword r epo, a mapby the keyword map, a core-elemenby cel em, a elementby el em a group
by gr oup andalink by I i nk.
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Therepresentationf any network is initiatedwith thecreationof ar epo object. Ther epo encapsulates
all thecel ens,scri pt sandmapsthatarestoredon thatrepository Considerthefollowing examples:

Examplel.

# Creating a repository
set repol [Tnm:repo create -name repol]

# Creating Core-El enments
set pc001 [ $repol create cel em-name pc001]
set pr001 [$repol create cel em-name pr001]

#defining attributes
$pc001 attribute set : Machi neType "pc"
$pr001 attribute set :MachineType "printer"

# Creating a map explicitly
set mapl [$repol create nap -name all pc]
set map2 [$repol create nmap -name all printers]

# Creating an inplicit map
set map3 [$repol create nap -name allelenents -filter [list :MachineType = ""]]

#Creating a script
#Note: the instruction "set functionl true" sets the return value of the script
set scriptl [$repol create script -name functionl -script {
if { "9@" == "repo" }{
set functionl true
} else {
set functionl fal se
}

}

#Managi ng attributes

$repol attribute set :dobal:Testl "test123"
set result [$repol attribute get :d obal: Test1]
$repol attribute unset :d obal: Testl

#defining a nmethod
$repol attribute set :dobal:Varl -script $scriptl

#listing repo info
set nyreponmaps [$repol info maps]
set nyrepocoreel ens [$repol info cel ens]

#renoving the repository
$repol destroy

Eachnetwork components representeih the managemengystemby a singlecore-elemen{cel em.
This entity is responsibldor storingall relevantinformationthatdescribeghe network component.Ona
cel emobjectone canperformoperationgto: readandwrite its attributes,obtaininformationaboutthe
relevantrelationshipgwhichrepositoriesandmapsareassociateavith thecel em whichareits elements,
etc),asillustratedbelow:

Example2.

#Processing of attributes

$pc001 attribute set :SysType == pc

set result [$pc001 attribute get :SysType]
$pc001 attribute unset : G obal:Testl

The definition of scri pt s atthe level of the repositoryallows codeto be reusedin the handlingof
eventsandin the implementationof managementasks. The scriptsare interpretedat run-time and can
includewildcards(a’% followed by anothercharacterthatareboundwhenthe scriptis invoked. These
wildcardspermitto accessun-timeinformation suchas: the token of the entity associatedo the script
(98), type of entity associatedvith the script (%), nameof the attribute (%/), etc. For instance,in the
scriptf unct i onl of the previous example,the wildcard % would bereplacedn run-timeby the value
r epo (andthescriptwould returntrue).

Notethatthesescriptsneedto be explicitly invokedthroughthe attribute to which they arebound.Is is
alsopossibleto executescriptsby definingeventhandlersasit will bedescribedbelow.

Themap objectsupportoperationsuchastheaccesso its attributes creationof new elementggr oups,
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el errs andl i nks), to list enclosectlementsetc:

Example3.

# Creating a El ement
set el enDO1l [$mapl create el em $pc001 -nane pc001]
set el enD02 [$map2 create el em $pr001 -nane pr001]

# Creating a group
set f1 [$mapl create group -name groupl]

# Creating a |ink
set 11 [$mapl create link -nane |ink1]

# Listing contents
set listelens [$mapl info el ens]

# Renoving a map
$mapl destroy

Note that the explicit creationof new elementss only allowedin explicit maps. In theimplicit maps
elementsarecreatedautomaticallyusingthe rulesdefinedin thefilter associatedvith the map. The view
contentds updatedvhentheview is createdor whentheupdat e parameteis explicitly invoked.

As notedbefore thesetof attributesthatarevisible in amapis limited by a constrainthatcanbedefined
atthemaplevel:

Example4.
# Deny the access to the attributes of all elenents in the map
# whose nanme starts with ":d obal: Private"
$mapl configure -constraints [list deny :d obal:Private]

Thereis also a set of operationsthat can be performedon mostitems suchas: readingand writing
attributes,readinformationaboutthe item relations(to which mapthey belong,etc). Therearealsosome
operationghatarespecificto eachitem. For instancefrom the elementnecanextractthe core-element
it representsfrom a groupwe canobtainthe parentgroup,etc. Someexamplesaregivenbelow:

Example5.

# Associate an itemto a group
$item configure -group $grl

# CGet all elenents in a group
set objs [$grl info nmenbers]

# Connect to itenms using a link
$I nk1l configure -src $itenml -dst $iten?

# Get the endpoints of a link
set source_item[$l nkl cget -src]
set dest_item [$l nkl cget -dst]

As we have notedbefore,a fundamentafeatureof our modelis the supportprovidedfor eventpropaga-
tion. Eventsaremanagedn threedistinctphasesdefinitionof scripts,definitionof eventhandlergbinding
scriptsto events)andraisingof events.Whenaneventhandleris defined a scriptis boundto the eventtag;
suchscriptwill be executedvhentheeventreacheshe objectwherethehandleris defined. Theoccurrence
of aneventis triggeredusingthe raisecommand.The following exampleshowvs how aneventhandlercan
be definedandtriggered.
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Example6.

# Creating an script
set scr2 [$repol create script -name eventhandlerl -script {
if {9 == elem} {
% attribute set:dobal:Error True
}
}

# Defining the handler for an event
$itenml bind :Events:Errorl -script $scr2 -up

# Rai sing an event
$itenl raise -up :Events:Errorl

Notethatonly externaleventscanbeexplicitly raised.Internalevents thatareboundto well known pre-
definednamesareraisedautomaticallyby the platform. For instancethefollowing commands invalid:

Example7.

# Invalid command, returns an error
$repol raise -up :Repo:lnternal Events: CreateCel em

In orderto validateour model,we have implementedh numberof extensiondo theTnm : map package,
including: theintroductionof the view componentvhich offersthe possibility of specifyingconstraintsat
theview level, theextensionof the eventpropagatiormodel,andthe characterizationf eachentity through
attributesandmethods.

TheresultingTnm : r epo extensionis independentf the actualmethodusedto interactwith the net-
work component®eingmanagedTheintegrationof the Tnm : r epo with existing network management
protocolsis madeatthelevel of scriptdefinition. At this level, all the available TCL extensionfor network
managemensuchasthoseprovidedby Scotty(SNMP, ICMP) or by TCL (HTTP, sodkets etc)canbeused.
This separatiorof concernsimplifiesthe tasksof definingthe mapsin anabstracimannerindependently
from the concreteprotocolsusedat the device level.

6 Evaluation

In orderto evaluatethemodelproposedn this paperwe have appliedthe prototypeto a concretenetwork.
Additionally, we have comparedthe resultingmanagemensystemwith the systemsobtainedfrom the
applicationof otheralternatve modelsnamelythe Tnm : nap andthe HP Open\ew, to thesamenetwork.
A moredetailedreportof this experimentcanbefoundin [Pal0(.

The target network, depictedin Figure4, waschosento allow the definition of threedifferentviews of
thesamemanagedystem:theview usedby themanagersf the MSWindowssystemstheview o the Unix
managersandthe view of the networking componentsnanagers Eachof theseviews includesdifferent
informationaboutthetargetnetwork. Theview usedby themanagersf theWindowssystenmustonly have
accesgo informationaboutmachinesunningthis operatingsystem.However, it shouldalsohave access
to the locationof thesemachinesns termsof LAN sggmentsdefault gatavays,seners,etc. The view of
the Unix managerss similar but coversmachinesunningthatspecificOS andseveral particularattributes
of this platform. The view of the networking infrastructuremanagergrovidesaccesgo informationabout
all inter-networking component§HUB, switches routers,etc) but no specificinformationabouthow the
OS of eachmachineis configured. Note that somecomponentssuchasthe default gatavaysneedto be
includedin morethanoneview, with differentlevelsof detail.

Theadwantage®f our modelbecomemoreclearwhenwe try to modelthetargetnetwork with the other
platforms:

¢ In theHP Open\iew the OpenMew Topologymanagemaybeusedto grouptheinformationaccord-
ing to differentviews. However, thereis noway to restricttheway the objectattributesareseenin the
differentviews. The OpenMiew Postmasteservicecanalsobe usedto implementthe eventmodel.
However, the only featurethatcanbe specializedor eachview is the color of theiconsusedto rep-
resenthe objects.On the contrary our modelallows full specializatiorof eventhandlingaccording
to theview context.
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e Inthe Tnm : nap onecanpresentdifferentattributesof the sameobjectin differentmapsthrough
the creationof independentraps. However, whenseveral mapsare createdthe consisteng of the
information provided to the usersof differentmapsis no longerensured. To enforcethe desired
level of consistenyg, the usermustcreatecomplex scriptsthatexplicitly updateall maps wheneera
changeoccursin ary of themaps.

o Naturally, our prototypedid not suffer from theselimitations. Usingt mm: r epo it was possible
to modelthe threemanagementiews, with specializedconstraintsand event handlingprocedures,
without compromisingthe consisteng of the information provided regardingthe sameatributesin
differentviews.

Sinceour prototypeis basecbntheoriginalt m: map, we wereableto measurehe performancelegra-
dationresultingfrom the additionalcompleity requiredto supportour abstractionfPal0(d. When do-
ing comparatie teststo measureghe time neededo reador updatean attribute of a single elementof a
map,we have obsenedthatourimplementatiorexecute.5%lessoperationgperminutethanthe original
t m: map. This overheadis dueto the additionaltestsrequiredto validateif the attribute is visible in
thatview. We believe thatthis performancedegradationis perfectly acceptablavhencomparedwith the
functionality gainssupportedy the model.

7 Conclusion

Theevolution of theinformationsystemshothin termsof sizeandheterogeneityhascreatedhe needfor
managementools that, at the sametime, allow to obtaina global perspectie of the completemanaged
systembut, ontheotherhand,allow to defineselectie views tailoredto specificmanagemertasks.

We have proposedandimplementa new modelthat satisfiesthesenew requirements.Although some
of the aspectsoveredby our modelhave beenaddresseéh anindependentvay in previous systemspur
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proposalhasthe merit of integratingold annew featuresn a coherenwhole. The main propertiesof the
proposednodelare:

e A clearseparatiorbetweenthe devices, thatrepresenmanagedbjects,andthe entitiesthatrepre-
sentthe context in which the objectcanbe managedthis featureis supportedn somecommercial
platformssuchasHP OpenView);

An eventmodelthatallowsto selectvely definethebehavior of eachcomponentvith differentlevels

of detail (inspiredin the eventmodelofferedby theTnm : map module);

Mechanismghatallow to expressaccessontrol policies(includedin the systemDomains);
Thepossibility of eachview to defineconstraintsn the device attributesthatarevisible in theview;

A new andpowerful setof eventpropagatiorpolicies(ascendantlescendarandlateral)thatcanbe

usedto presenrethe consisteng of theinformationprovidedacrossmultiple views.

We have developeda prototypeof our model as an extensionto the Tnm/Scottysystemand we have
appliedthis prototypeto someconcretenetwork examples.The experiencehasshavn thatcomplex man-
agemenstructurecanberepresentedndimplementedn a muchmoreelegantandefficientmannerusing
amodelthat,asours,offersawell definedview abstraction.
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